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AIIMMAPATHASI PEAJIN3ALIUSA TIPEOBPA3ZOBAHUSA SUBBYTES
AJITOPUTMA LIU®POBAHUSA RIINDAEL (AES)

IIpoBeneHo aHaii3 iCHYIOUHX pillleHb amapaTHOI peaii3amii mifcraHoBmIIOIOYoro 6ioky S-BoX, mio €
OCHOBOIO TIeperBopeHHst SUBYytes anropurmy mudpysanns Rijndael. Bukonano ciuaTe3, MOJeIIIOBaHHS
Ta BepHdikalilo TUHAMIYHUX 1 QYHKI[IOHAIBHUX XapaKTEPUCTHK HAHOIIBII MOMMPEHNX BapiaHTIB Ha
OCHOBI 1XHIX omuciB MoBoro VHDL.

Analysis of exigting solutions for substitution module S-Box hardware implementations which is the
basic part of SubBytes transformation in Rijndagl encryption algorithm is provided. Synthesis, mode -
ing and dynamic and functional characteristics verification for the most popular options based on ap-
propriate VHDL source codes are performed.

Beenenne. Kpunrorpaduueckne MeTobl UTPAIOT BAXKHYIO POJIb B COXpaHe-
HHUH U Tiepeiaue KOHGUICHIIMATBHBIX TaHHbIX. [IoTpeOHOCTD B 3amuTe nHdopMa-
UK OTOOpaXKkaeTcs IUPOKKM BHIOOPOM aJrOPUTMOB M CTAHIAPTOB IIH(POBAHHMS,
KOTOpPBIC MOXKHO pa3JIefIuTh Ha JIBE TPYIIBI: acuMMeTpuyHbie [1, 2] u cummMerpuy-
Hbie[3, 4]. CUMMETpUYHBIE ANTOPUTMBI MO BCEM MapaMeTpam SBJISIOTCS HAMHOIO
0oJiee MPOCTHIMU B PeaM3aliii U OBICTPBIME MPH () YHKIIMOHUPOBAHUHU, YeM aCCH-
MeTpuuHble. [I03TOMY MX HCHONB3YIOT B YCTPOHCTBAX XPAHCHHUS U MEpelayul IaH-
HBIX ¢ OONBIIUMHU TPEOOBAHUSIMH MO CKOPOCTH K MOTOKaM oOpadaThiBaeMOW HH-
¢dopmaruul[5, 6, 7].

Aunroputm Rijndael sBrsiercss 6710YHBIM CHMMETPUYHBIM AITOPUTMOM IIH(D-
poBanus. DTOT aixroput™ Obul npuHaT HanmonaneHeiM MHCTHTYTOM CTaHIapToB
u Texnonoruit CLLIA (NIST) 26 Hos16pst 2001 rofa kak cTaHIapT /s UCIIOTB30Ba-
HHSl B KOMMEPUECKUX WM FOCYIAPCTBEHHBIX CTPYKTYpax s 3alUThl KOH(UICH-
uaneHoi nHdopMaimu (He CONpsDKEHHOH ¢ rocyaapcTBeHHbIMH TaiiHaMu) [3]. C
NpUHATHEM ero Kak crangapta (Advanced Encryption Sandard, AES) ¢ Hero ObuTH
CHATBI BCE MATCHTHBIC OPAHUYCHUS, TAKUM 00pPa3oM, €ro MOKHO HCIIONb30BaTh B
JIIOOBIX MPOCKTAX M B JTFOOOM BHJIEC 0€3 KAaKUX-JIN0O OTUUCIICHUM.

He cMoTps Ha TO, YTO B Ka4eCTBE CTAHAAPTA KPUNTOCTOUKOrO MIH(POBAHUS
3TOT anropuT™ ObuT NPUHAT TobKO B CIIIA, B HalIM JHU OH MCMONb3YeTCs MpaK-
THYECKH MOBCEMECTHO. B mporiecce KOHKYpCHOro0 0TOOpa Cpem HeCKOIbKUX Je-
CSITKOB MPETEHJICHTOB, OH OBUI TIIATENHFHO PACCMOTPEH M OA0OpEH BEAYLIMMH
CIICIMATUCTAMHI U JTA0OPATOPUSIMHU MO Pa3paboTKe KPUOTOrpapuIecKuX CpeiCTB
KOMIIBIOTEPHON 0E€30MaCHOCTH KaK OJIMH U3 CAMbIX HAJICKHBIX aJTOPUTMOB HIH(-
poBaHMs O KpaifHel Mepe Ha Ommkaiimue 30 Jer.

Aunroputm Rijndael mpencrasnser coboit ukin 06pabOTKH HCXOAHOTO — OT-
KPBITOrO — TEKCTa, Ka)K/asi UTepalis KOTOPOro COCTOMT M3 Habopa uyeThIpex Io-
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creoBateNbHBIX npeobpasoBanuii:  ubBytes, ShiftRows, MixColumns u Ad-
dRoundKey (puc. 1).

BapuaHnTel anmapatHO# peanusanuu npeodpaszoBanus SUbBytes ssussiorcs
00BEKTOM aHalli3a B JAHHOU CTaThe.

( Fimlmr.l ) ( wndposaH1e )

SubBytes (state)
|
shiftRows (state)

= HET Round
(state, final =0)
MixColumns ]

(state) ]
™ | Round

AddRoundKey (state, f;ﬂal =1)

(state, r.:;undkew,r} ( Kowen, )

(Moo )

Puc. 1. Cxema anropurma Rijndael

AHanu3 cTpyKTyphl. [Ipeobpaszopanuo SUDBYteS BO MHOTUX MyOIUKAIIHSX
YIeIeHO MHOT'O BHUMAHHMS 110 TOM MPUYHUHE, YTO OHO SIBIsIETCS Haubosee pecypco-
eMKHM JTsl alapaTHBIX peanu3aluii Moaysied mudpoBaHus Ha 6a3e anroputma
Rijnda€l. ITo pa3nuuHbIM UCTOYHUKAM 3TO Mpeodpa3oBaHue 3aHuMaeT ot 84% [8]
110 90%[9] or 00IIMX anmapaTHBIX 3aTPaT HA PEATU3AIUI0 BCErO MOAYJIS Huppo-
BaHHMS B 3aBUCHMOCTH OT CIIoco0a peann3aliy Kak caMmoro npeodpa3oBaHus, Tak U
ANTOPUTMA B LIEJIOM.

Texuuuyecku camo npeobpasoBanne UbBYtes npencrasisieT coboii 3aMeHy
HCXOMHOro 0aiiTa JaHHBIX 0AWTOM, CTCHEPHPOBAHHBIM IO OMPEICICHHOMY CTaH-
naptoM (OMUCaHHWEM aNrOpUTMa) MAaTEMAaTHYECKOMY 3aKOHY, KOTOpBIil obecreyn-
BaeT HAWMEHBUIYIO CTENCHb KOPPEALMH MEXKIYy 3HAYCHHSMH STHUX ABYX OaiT.
ABTOpBI aITOPUTMA OMPECTHIN B KaUeCTBE TAKOTO 3aKOHA 2 OMepaliy: HaXOX-
JeHne 0bpaTHOro mo ymuoxennio B none GF(2%) u aduunoe npeobpasopanme.
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IMpu pacumdpoBbiBanur 00€ OIepaluy MPUMEHSIOTCS B OOpaTHOM IOPSJIKE,
TOJIBKO BMECTO MPSIMOro ap@UHHOrO MpeoOdpa3oBaHHs BBIMOIHAETCS 00paTHOE
a(p¢unHOE npeobpasoBanue (puc. 2).

AT 1 1

; ]
MUY — X —+ - MUX f—— oo
AT o

(K1

Puc. 2. Crpykrypa yHUBepcansHOro 61oka S-Box

CTpyKTypHO, IpeoOpa3oBaHue, COITIACHO aBTOPAM, BBITIOIHEHO B BUJIE OJJHO-
ro Oyoka, KOTOpbIi OHM Ha3Basu S-BOX M KOTOpBIHA MOCEn0BaTeIbHO 00padaThl-
BaeT Ka/plil OaiiT ncxoaHoro cocrosuus (puc. 3).

CocToAadue |state) CocToArwe [stata)
5\'.,1 Sn, 5\1,? ina 5'1".-1'-' S'I-'l-' SJ"-‘J‘ 5'”-‘
S1,-.| 5 1 31,3 5 A F S-BDX E‘r'ﬂ_ SJL' g, SII1--‘-
320 | Snc | Bz | P23 5| 8% | Fr2 | ¥2s
SZ-I_)II SH-.' 'S'H_.? SZ‘..:‘. 5’:‘..” SJ-].' SJH_,.-' 5'3.:‘.

Puc. 3. Bemonuenune npeobpaszosanust SUbBytes

Heap cTaThbH: aHANU3 CYHIECTBYIOIIMX MOIXOJ0B K alapaTHON peann3aluu
610ka S BOX, omucanue cxeMHbIX pelieHnit Ha s3pike VHDL, MonenupoBanue u
Bepu(pHUKANUS UX JUHAMHYECKUX U (DYHKIMOHABHBIX XapaKTEPUCTHUK C MENbIO
BbIOOpa Hanbosnee AP PEKTUBHBIX pEeIICHUH.

Peanuzanus npeodpazosanus UbBytes croautcst k cunTesy O0ka SBOX u
OpraHu3alluy aJropuT™Ma 3aMeHbl: oo 1 S-BOX mociienoBaTelbHO 0OCTYKHBAET
Bce 16 GalT MCXOAHOTO COCTOsIHUS, 100 16 Gy10KOB, KOTOpBIE MapasuIebHO BbI-
MONTHSIOT MPeoOPa30BaHKeE 32 OJIUH TAKT.

CyliecTByer JBa HanOonee PAaCMpPOCTPaHEHHBIX U TPOBEPEHHBIX Crocoba
peanusanuu 010ka S-BOX: B BUzIEe mojcTaHOBOYHOW TaOmuIbl Ha 256 Gaiit, b0
KOMOWHAIIMOHHOH CXEMbI, TEM WIIM UHBIM CIOCOOOM peaHu3yIoIeH OMUCAHHYIO B
CTaHIapTEe SKBUBAJICHTHYIO (DYHKIIHIO.

[oacranoBounas Tadamna. B mepBoM croco0e mpemoiaraeTcst UCIoNb30-
BaHHE STYCHKH MaMSITH JUIsl XpAaHEHHUS BCEX BO3MOXKHBIX 3HAYEHHUHT [TOJICTAHOBOYHO-
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ro 0j0Ka. DTH 3HaYCHHs ObUTH PAaCCUUTAHBI 3apaHee U NPHBEICHBI B BUIE TaOIH-
bl B TeKcTe cTanaapta (puc. 4).

S-Box 0 1 2 3 ! 5 6 7 8 9 a b C d e
63 Jc| 77| Tb f2| 6b 6f| 5| 30 1| 67| 2b fe| d7| ab
ca| B2 9| 7d| fa| 59| 47| f0| ad| d4| az2| af| 9c| ad4| 72
b7| fd| 93| 26| 36 af f7 cc| 34| a5| e5 fi| 71| ds| 31
A4 7] 23| c3| 18| 96 5| 9a 7| 12| 80| e2| eb| 27| b2
9 83| 2c| la| 1b| 6e| 5a| a0b| 52| 3b| de| b3| 29| e3 2f
53| di 0| ed| 20| fc| bi| 5b| 6a| cb| be| 39| 4a| 4c| 58| «f
do| ef| aa| fb| 43| 4ad| 33| 85 45 fa 2| T7f| 50| 3c| 9f| aB
51| a3| 40 af| 92| o9d| 38 fs| bc| be| da| 21| 10 ff fa| d2
cd| Oc| 13| ec| 5f| 97| 44| 17| 4| a7| 7e| 3d| 64| s5d| 19| 73
60| 81| 4f| dc| 22| 2al 90| 88| 46| ee| b8| 14| de| 5e| 0b| db
e0| 32| 3a| 0Oa|l 49 6] 24| 5c| c2| d3| ac| 62| 91| 95| ed4| 79
e7| ¢8| 37| od| Bd| ds| 4e| a9 6c| 56| f4| ea| 65 7Fa| ae 8|
ba| 78| 25| 2e| 1c| a6l bd| 6| e8| dd| 74| 1f| 4b| bd| 8b| B8a
70| 3e| bs| 66| 48 3 fo| 0e| 61| 35 57| b3 86| cl| 1d| 9%e
el fa| 98| 11| 69| d9| 8e| 94| 9b| 1e| 87| e3| ce| 55| 28| df
8c| al|l 89| od| bfl e6| 42| 68| 41| 93| 2d 0off b0| 54| bb| 16

EHG[2]5] -

= [0 |8 |n |TF|a (v ||~ | (& (wiw (=S

Puc. 4. TlogcranoBouHas Tabnuia 6imoka S Box u3 cranmapra AES

Ora tabauna peanusyercs B Buae moxayis [13Y. Ha anpecHbie Bxozp! mona-
eTCsS WMCXOJHBIA OalT, a Ha BBIXOMHOW IMOPT MOCTYIMACT COOTBETCTBYIOIICE €My
3HA4YeHHE M3 NPUBEJICHHON BbIle Tabiauipl. OCHOBHOE JOCTOMHCTBO AaHHOTO pe-
LIEHWsT — MPOCTOTa pealn3allii, KOTOPOEe 3a4acTylo SIBISETCS PElIaroluM JUis
CPOYHBIX MPOEKTOB, B KOTOPBIX K CKOPOCTH PaOOTHI HE MPEIbsBISIETCS JKECTKUX
TpeboBanuii. Cieqyer yrnmoMsiHyTh, 4TO JUISl peajM3aliHi BCEro NMpeoOpa3oBaHMs
SubBytes neobxomuMo MakcuMyM 16 BBINICOMMCAHHBIX MOIYJIEH MaMsATH, WIH
MUHHAMYM OfIMH, HO C JIOTIOJHUTENGHON YIPaBIISAIONIEH JTIOTHYECKON CXeMOi, KOTo-
past mocienoBaTeIbHO OyIeT 1MoAaBaTh MO odepend Bce 16 GalT MCXOAHOrO co-
CTOSIHUSI.

CyIecTByIOT Onpe/iesIeHHbIE CIOKHOCTH TIPH PeaIn3alliy 3TOr0 BapHaHTa Ha
[TJINC. ®opmainbro, onucanue Ha VHDL cBoguTcst K 00BSBIEHHIO HOBOTO THIIA
JITAaHHBIX — MaccuBa OalT HEOOXOIMMOM Pa3MEPHOCTH — M KOHCTAHTHI ATOTO THUIIA.
OpHako He BCe CHHTE3HMPYIOIIWE ITAaKEThl B COCTOSHUM IPaBHILHO 00paboTath
TaKUe CTPYKTYpHl M Pa3pabOTUMKH STHX MAaKETOB HACTOSITEIHHO PEKOMEHIYIOT
WCIIOIb30BaTh CIIEHAIM3UPOBAHHBIE TUIIOBBIE KOMIIOHEHTHI U3 BCTPOCHHBIX OMO-
JIMOTEK, MOCTaBNIsAeMbIX BMecTe ¢ cuHTe3atopoM [10]. Takoe pelieHue HE OYECHBb
ONaronpUsITHO CKa3bIBAETCSl HA YHUBEPCAIBHOCTH MPOEKTa M BIEYET 3a COOOH
MIPUBSI3KY K KOHKPETHBIM CpeJCTBaM cuHTe3a. He cMoTpst Ha 310, peanmzaius 0Jo-
ka S-BOX B BUIe MOMysIst TaMSTH BeChbMa IOITYJIIPHA HE TOJIBKO B aKaJeMUYECKHX
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HCCIIeIOBAaHUAX, TaKUX Kak [6], [11], HO U B KOHKPETHBIX MPOEKTAX, HAXOMAIINX
MpaKTHYECKOe NIPUMEHEHHUE , HATPUMEp, MOIYJISIX OecpoBOAHBIX ceteit [12].

CxeMa Ha JOrMYeCKUX JIeMeHTax. BTopoil crmoco0, peamusamus B BHIC
KOMOWHAIIMOHHOH CXeMBbI, Oojiee MOmyNspeH, 4eM nepBblid. OH CBOJHUTCS K OTHI-
CKaHHUIO JIOTHYECKON (YHKIUH, KOTOpasi OMUChIBaia Obl MaTeMaTHYECKHE Orepa-
[[MH, PUBEJICHHBIC B TEKCTE CTaHaapTa: apduHHOE mpeodpa3oBaHHE U HAXOXKIC-
HHe 0OPATHOro M0 YMHOXeEHHIo s1eMenta B noe GF(2%). B cBoto ouepens, 31oT
Cmoco0 UMeeT HEeCKOJIbKO BAPUAHTOB PEIICHHH B 3aBHCHMOCTH OT METOJIOB MOJTY-
YEHHUS PE3YAbTUPYIOLISH JIOTHIECKOH (HYHKITHH.

[lepBblii BApHAHT: CHHTE3 JIOTMYECKOH (DYHKIUH MO JAHHBIM TaOIHIbBI, TPH-
Be/leHHO# BbIie. CyIIeCTBYIOT METObI H COOTBETCTBYIOLIEE MPOrpaMMHOe obec-
NeYeHre, MO3BONSIONIME MOTYYUTh TPEOYyEeMYH0 JIOTHYECKYI (YHKIMIO B BHIC
CIH® nnu CKH®. [IpuMeHss coBpeMEHHbIE MOIIHBIE CPECTBA CUHTE3A JIOTHYe-
CKYI0 (GYHKIHUIO JTFOOOH CIOKHOCTH MOXKHO OTOOPa3uTh B ONTHMH3HPOBAHHYIO
CTPYKTYPY MOACTaHOBOYHOro Ooka S-Box mis peanusauuu Ha [IJIUC [8]. Crout
3aMeTHTh, OAWH W3 apTopoB amroput™a Rijndael Buucent Peiimen (Vincent
Rijmen) B cBoeii cratbe [13] mpusHaer momoOHOE pelieHUe Hanbonee ONnTHMAIb-
HBIM W MPUEMJIEMBIM TSl alllapaTHbIX peanu3anuii AES

BTopo#i MoaXo/: MCMOJb30BaHHE CICIUATBHBIX METOMOB, KOTOPBIC CBOJIST
Bhramcyienns B moxe GF(2%) k BRMHCIEHHAM B KOHEUHBIX TOMISX MEHBIIETO TOPSII-
Ka JUIsl OTOOpaXKEeHHs OMepaliy HAXOKACHHST OOpAaTHOrO MO YMHOXXEHHUIO B JIOTH-
yeckyto Qyukiuio. [TogobHas MeToanka moapobHo paccmorpena B [14] u ompobo-
BaHa B [5], [6] u [9]. CyTb ee cBOmUTCS K MPEACTABICHUIO dJIEMEHTOB Toiis [amya
GF(2%) B BujIe 571eMeHTOB 1OJIeii MEHBIIEro HOPSIKA, apUGMETHIECKHE ONepaluy
HaJl KOTOPBIMH MOXKHO BBITIOJTHSTH Ha TOPSIOK MPOIIE U ObICTpee, YeM Haj dJie-
menramu nons GF(2%).

B coorBetcTBUM ¢ [13], 0OpaTHOE MO YMHOXEHHIO MOXET OBITh PACCUMTAHO
1o creayouiei popmye:

(bx+c)"L =b(b?B +bcA+c?) Ix+(c +bA)(°B +bcA+c?) L (1
rae b — crapmmit mony6aiir, a ¢ — Mmagmmit momy6aiir snementa nonst GF(2%), 4 u
B — k03 (HIHEHTb! XapaKTEPHCTHUECKOro HEPUBOIUMOr0 TOMHHOMa Xo+AX+B.
B [14] 6511 HCTIONB30BAH HEMPUBOAMMEIH TOMHHOM x°+x+ . Cle0BaTeIBHO,
A=1uB=1,adopmyna (1) npUHUMAET CICAYIOUIUNA BHI:

(bx+¢) T =b(b?l +c(b+c)) Ix+(c+b)O? +cb+c) ! 2

CoracHo 3T0M popmyre HaxoXKAeHHE 0OPaTHOTO MO YMHOKEHHUIO AJIEMEHTA
nonst GF(2%) cBommTest K apuMEeTHYECKHM ONeparysiM Hal SIeMEHTAMH IIOIs
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GF (2%, x xoropsiv otHocaTes b u ¢. Tlo popmyne (2) B [14] Gbuta cocrapnena
CIIe/lyIoLIas cxema:

4 = ¥ 4
+ o I e I ) X
B R -] o1
oot § ¥ G e LT
4
ol LN %
amb,
f I
a Haowapdros orofipamemas X :I:':’;‘:m AR G
e E‘-u}m_:-qunuea SBADCET B =1 Hax coeganes ofipaTaon no
X &FE) X yanoaern e GF2Y
) VArHIREHIE HE KOHCTAHTY B ﬁ," BRaTHOS MIENOPHOE
X eFr B e

Cnoxsnse goyx anawenTon
mans GEZY
Puic. 5. CxeMa HAXOXKIEHHS OBPATHOrO 110 YMHOKEHHIO SeMeHTa B mone GF(25)

IToacranoBounslii 0710k S-BOX, BEITOIHEHHEIH 110 3TOH CXeMe, SIBIISETCS Hau-
0ollee SKOHOMUYHBIM U OBICTPOACUCTBYIONIMM pelieHueM. Kpome Toro, Takoi
BapUaHT OOJBIIE BCETO MOIXOMUT Il KOHBEHEPHOH 00pabOTKH JaHHBIX, a TaK JKe
peanu3anuy pa3IMIHbBIX MEXaHU3MOB OOHAPY)KEHUS U YCTPaHEHHs COOEB U OIIM-
OOK.

[IpencraBnennsie pernieHus ObLTH ommcaHbl Ha si3bike VHDL, mpoBenmen wux
CHHTE3 U MojenupoBanue cpencreamu nakera Xilinx ISE 10.1. Ananu3 ocoOeHHO-
CTEl MOJTyYSHHBIX CXEM a TaK JK€ BPEMEHHBIX MTapaMeTPOB UX ()yHKIIMOHUPOBAHUS
MTOKA3BIBAET, YTO MO a0CONIOTHBIM MOKA3aTEIsIM peallu3als B BUJIe KOMOMHAIIU-
OHHOM cxembl B 1,4 pa3a BEIMIPHIBACT IO amllapaTHBIM 3arpaTaM, HO B 2,1 pa3sa
MIPOUTPHIBACT MO OBICTPOACHCTBUIO BapUAHTY B BUJIEC MOJIYJS MaMsTd. Takoe co-
OTHOIIICHHE BPEMEHHBIX XapaKTEPHCTUK OOYCIOBIICHO TEM, YTO COBPEMCHHEIE
TJINC tuna FPGA ¢upmsr XilinX ocHarieHbl COOCTBEHHBIMU ONTHUMU3UPOBAHHBI-
MU SUCHKaMH MaMsTH, KOTOPBIC TIPU CHHTE3€ 3a/IeHCTBYIOTCS cuHTe3aTopoM. O
HaKo B [6] mpuBeIEHBI METOTUKH, KOTOPHIE MTO3BOJISIOT 3a CYET KOHBEHEpU3aIliu
CYIIIECTBEHHO TOJHATH MPOH3BOIUTEIBHOCTD PEIICHUN HA OCHOBE KOMOWHAIOH-
HOU JIOTUKH TIPY HE3HAYUTEITHHOM IIePEpacXo/ie alapaTHBIX PECYPCOB KPUCTAIIIA.
C yd4eToM MpHBEJCHHBIX PaHee JAPYTHX JOCTOMHCTB, BAPUAHT PEeaTH3aIMH MOJICTA-
HOBOYHOro O1oka S-BOX Ha OCHOBe KOMOMHAIIMOHHOW CXEMBI SBJISETCS Hanbomnee
MIPEITOYTHTEILHBIM.
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BoiBoabl. B pesynbraTe aHanmu3a CYyHIECTBYIOIIUX PEIICHUN amnmapaTHOU
peanusanun 0y1oka S-BOX paccMOTpeHBI HECKOIBKO Haubolee pacipoCTpaHSHHBIX
BApUAHTOB HCIIOJIHEHUSI 3TOr0 MOJCTAHOBOYHOrOo Oyioka. Ha ocHOBe omwmcaHus
cxeMHoro penreHust Oimoka S-Box Ha s3pike VHDL BBITOTHEHBI MOIEIUPOBAHUE U
Bepu(UKaUs JUHAMUYCCKUX W (DYHKIIMOHAIHHBIX XapaKTEPUCTHK HECKOIBKHX
BAapUAHTOB aIMAPATHBIX CXEM H ONPECIICHBI UX JOCTOMHCTBA U HEJIOCTATKH.
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