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CUCTEMA ONEHUBAHUSA DOPEKTUBHOCTU IPUMEHEHUA
KPUIITOIT'PAOUYECKOU 3ALIIUTHI TPAO®UKA NGN

B crarri aHami3ylOTbCs HEJOJIKHM CYyYaCHHX CHCTeM KpUNTOrpadiyHOTO 3axXHCTy Tpadiky.
PosrnsgaioTbess muTaHHA PO3POOKHM CHUCTEMHM OIIHIOBaHHA €(EeKTHBHOCTI BIPOBAPKEHHS HOBHX
aNropuTMiB Ta MoAMdIKaIlii MEPEKEBUX MPOTOKOJIB 13 ypaxyBaHHSM IapaMeTpiB, K1 3a7al0ThCS B
3roJii PO AKICTb 00CIyrOBYBaHHS.

KirouoBi cioBa: kpunrorpadisi, kKepyBaHHS, aITOPUTM, Tpadik

B crarbe aHanmu3upyroTCs HEJOCTaTKU COBPEMEHHBIX CHCTEM KPUIITOTpapuuecKor 3alIUThl TpadukKa.
PaccmarpuBaroTcs BOpochl pa3padOTKU CHCTEMBI OLlEHUBAaHUS 3()()EKTUBHOCTH BHEIPEHUS HOBBIX
QITOPUTMOB M MOJIU(DUKAIIMU CETEBBIX MPOTOKOJIOB C YYETOM MapaMeTpoB, 3a/laBaéMbIX B
COTIJIAIIEHUH O Ka4eCTBE 00CTYKMBAHUSI.

KnroueBsie cioBa: kpunrorpadusi, ynpaBieHue, alropuTM, Tpapux

In the article the shortcomings of modern cryptpbia systems for the traffic security are analyzed.
The issues of development assessment system effyjcad the implementation of new algorithms and
modifying network protocols within the parameteefided in the agreement about the quality of
service are considered.

Key words: cryptography, control, algorithm, traffi
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CoBpemennbie TenekommyHukanuoHueie cetu (TC), takme kak NGN (cetsb
ciefyroniero TokoieHus, Next generation network}sisitorcst pacnpeneIeHHbBIMA
CHUCTEeMaMH, OOECHEUYMBAIOIIMMUA B3aUMOJACUCTBUE MHOXECTBA CIa0O0CBA3aHHBIX
00BEKTOB, C TIOMOIIbIO YHUBEPCAIBHON TPAaHCIOPTHOM CETH, CIOCOOHOI IMepenaBaThb
Pa3HOTHUITHBIE TaHHBIE C ONPEIEIICHHBIMU MTapaMeTpaMu kadecTBa oociyxuBanus (KO)
B COOTBETCTBHH C COIIAIICHUEM O KadecTBe oOciyxuBaHus (Service level agreement,
SLA) [4, 5]. Oxnolt u3 6a30BBIX 3a/1a4, pEeriIaMeHTUPYEMOW CTaHAAPTAMH TOCTPOCHHUS
NGN [5,6], sBasieTcs 3agaua peanu3anui GyHKIUH HHOOPMAIMOHHON 0€30MacHOCTH
(UB), a, KOHKpEeTHO, oOecrneueHrne AoBepus (IyTeM pealu3aludyd B3aUMHON CHIBHOM
ayreutudukanuu [15]) u 3ammimmenHoro oOMeHa AaHHBIMH (IIyTeM pealld3aliu
KOH(QUICHIIMAILHOCTH M IEJIOCTHOCTH). OTH 3aJayd PEIIAlOTCS B  OCHOBHOM
KpUNTOrpaguuecKuMu MeTojaMu [6] — peanu3anmerl ONpEACTICHHBIX aJrOPUTMOB
npeoOpazoBanus gaHHbIX (mudpoBanue / pacmmdpoBanHue / XIUIMPOBAHUE) U
NpoIeIyp YyIpaBieHUs KiIo4yamu (reHepanus, XpaHEeHue, Iepejaada, COTJacoBaHHE,
JICTIOHNPOBAHNE, YHUUITOXKCHHE).

CroiikocTth cuctembl obecrnieueHusi Mb skBHBajeHTHa MUHUMAJIBHOW CTOMKOCTH
QITOPUTMOB, BXOJSIIUX B MPOTOKOJI 3aIIMIIIEHHOTO0 OOMEHA TaHHBIMU U BBIPAYKAETCS B
KOJIMYECTBE PECYPCOB, HEOOXOAUMBIX JJIsl MOA0O0pa KiIro4a mpeoOpa3oBaHUs JaHHBIX.
Ha cerognsmnuii geHb CTOHKOCTH HaOopa anroputMoB, ucnonb3dyeMmbix B NGN u
Opyrux MmyOnuuHbBIX ceTsax (Hanpumep, Habop Suite B [8]), mocratouna mis
NPOTHBOACHCTBUS  OKCTEHCHMBHOMY  KpunroaHainusy [14], oxHako, oTMedas
YCTOWYHMBBIA POCT BBIYMCIUTEIEHON MOIIMHOCTH KOMIBIOTEPHBIX CHUCTEM, BBHI3BAHHBIH
yIy4dIIEHUEM TEXHOJOTUM TMPOU3BOJCTBA TPOIECCOPOB OOINEro Ha3HAYEHUS W
KpUNTOrpauueckux TPOIECCOPOB, a TaKXKe YBEIUYCHHE YHCIA JJIEMEHTapHbBIX
BbIUKCIUTENEH (s1ep), CIMIOCOOHBIX K CHHXPOHHOW 00paboTke maHHBIX [1], MOXKHO
MIOCTaBUTh 107 COMHEHHE BpPEMEHHBIC PaMKH WCIIOIh30BAHUS PEKOMEHyEeMbIX
HaObopoB amroputMoB [1l] (meccumuctuyeckue mporHossl — g0 2015 rona,
orntumuctuieckue — 1o 2025rona). BeneacTBre MOCTOSHHOTO YIIYYIIEHUS METOOB
kpunToaHaiu3a [15], pa3ymMHBIM SBISICTCS OpWEHTAIWsl HAa JAThl, OIpPEAeIsieMbIC
MECCUMUCTUYECKUMHU MPOTHO3aMH.

[Tockonpky cetm NGN sBISIOTCS MOJIOABIM PA3BUBAIONIUMCS THUIIOM CETEH,
UCIIOJIb30BaHue kKoToporo mporno3upyercs 10 2040rona [13], BuauTCs, aKTyaTbHBIM
paccMOTpeHHe mpoOsieMbl 3aMEHbI AITOPUTMOB KpunTorpadguueckoi 3amurhl. JlanHas
npobyieMa, OJIHAaKO, HE PEIIaeTcsl JUIIb pa3paOdOTKON alrOpuTMOB C YIYYIIEHHBIMU
XapaKTepUCTHKaMH. BHYTPECHHEW KOHCTPYKIIMEH, paclapaieIMBaéMOCTBIO OTepaIuii,
YBEJIIMYECHHOW Pa3psAIHOCTHIO KJIH0Ya; HEOOXOIMMO TaKKe PacCMOTPEHHUE BOIPOCOB
yIIy4IIEHUS] TPOTOKOJIOB 3aIIUIIEHHOTO OOMEHa JaHHBIMU B CETH U MX aJlalTaliuu K
nepenavye pasHotunHoro Tpaduka, xapaktepHoro st NGN. PaccMoTrpenuio cxemsl
OILICHWBAHUS COOTBETCTBUS CHCTEM KPUIITOTPadUIECKON 3aIUThI M TIOCBAIICHA JaHHAS
pabora.

2. AHau3 oco0eHHOCTeH COBpPEMEHHBIX CTEKOB MPOTOKOJIOB
KpPUNTOrpauyecKoi 3alUThl B OTKPBITHIX CeTAX
Hanbonee  monmynsipHbIMM ~ CTEKaMHU  IPOTOKOJOB,  OOECHEYMBAIOLIUMU

3aIMIIEHHBI OOMEH JaHHBIMU B OTKPBITBIX CETSX, TAKMX Kak MHTEpHET uiu Apyrue
CETH Ha OCHOBE TEXHOJIOTHH KOMMYTAIiK naketos (ocHoBa TpancrnoptHou cetu NGN),
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spistores IPsec, TLS, L2TRr PPTP tadnuna 1). Peanusys Qyukuuu, onpeaeieHHbIe
B CTEKE, CTAHOBUTCS BO3MOXHBIM (DOpMUPOBaHHE KPUMTOTPAPUIECKH 3aNTUIIICHHOTO
KaHaja (CorjacoBaHWs TMapaMeTPOB W BBIJCIICHUE PECypCOB JIJISi COCIUHEHHS THIIA

«TOYKA-TOYKA»), peaNHM3aldd B3aMMHOW ayTeHTU(UKAIUU OOBEKTOB,

a TaKXKC

KOH(QUICHIIMAILHOCTA W IICJIOCTHOCTH JIaHHBIX. [Iporecc ayTeHTH(DHKAIMH IS
BBIIICOO03HAYCHHBIX CTEKOB IPOTOKOJIOB CTPOTO HE OMNPEACIsAeTCS B KAKIOM U3
CTEKOB W CYIIECTBYET BO3MOXKHOCTh CBOOOJHOTO BbIOOpa crocoba, mradjoHa WiIH
IPOTOKOJIa ayTeHTH(HKalu (Tadnuia 2).

Ta6mumna 1.Crannaptel coobiiecTBa MHTEpHET, OMUCHIBAIOIINE CTEKH MPOTOKOJIOB
3alUIICHHON NIepeaadn JTaHHBIX

TexHosnorust kpunrorpadguuecku
3alMIIEHHOT0 KaHalia

HopmaTtuBHBIN JOKYMEHT, ONTUCHIBAOIINI
peIN3alMI0 TEXHOJIOTUH

TLS (mpukiaaHO# ypOBEHb)

RFC 2716, RFC 3546, RFC 4347, RFC 5246,
RFC 5878, RFC 6042, RFC 6066

IPsec {ereBoii ypoBeHb)

RFC 4301-4312, RFC 4894, RFC 5386, RFC
5660, RFC 5856

PPTP tpaHcrnopTHbIil ypOBEHb)

RFC 2637

L2TP (kaHanbHBIN yPOBEHB,
ucnoJjip3oBanue GyHkimii IPsec)

RFC 2661, RFC 3193, RFC 3931, RFC 5641

Bce kpunrtorpaduueckue mnpeoOpa3oBaHus HEOOXOIWMO MPOBOJIUTH B TpaHHUIAX

KpUOTOrpapuueckoro  Moyss

(KM),

KOTOpBIﬁ HOJDKCH  pPCAJIM30BLIBATHCA B

cootBercTBUU co cranmaptom FIPS 140-2 (3) [2]Cnocobnocts KM 00pabaThiBaTh
NOTOKM JaHHBIX, xapakTepHbie st ceth NGN [9] Oyaer oOycioBieHa cpemHei
CKOPOCTBIO BBITIOJIHEHUS TPE0OPa30BaHM HA BCEM MHOKECTBE KIIIOUEH U MPOLETypOid
yIpaBICHUS KIIOYaMU B PACHpEICICHHON CUCTeME, I/I€ MPUCYTCTBYIOT 3HAYUTEIbHbIC
BpPEMEHHBIC 3aJIep)KKH 0OMeHa naHHbIMU [16)].

Ta6mumna 2.Ctanaaptel cooOmiecTBa IHTEpHET, ONMKUCHIBAIONINE TEXHOJIOTUH
ayTeHTU(DUKAIIMU ¥ KOHTPOJISA IOCTyNa K 00bEeKTamM

Texuomnorug

HopmaTtuBHBIN JOKYMEHT, ONTUCHIBAOIIUI
peaIN3alMIo0 TEXHOJIOTUH

Ayrentudukamms S/KEY

RFC 1760

AyTteHtudukanus B paMmkax
IIPOTOKOJIA «TOYKA-TOYKA»

RFC 1334, RFC 1994, RFC 2484

AyTteHTH(pUKAIHI/KOHTPOJIb AOCTyIa
RADIUS

RFC 2138, RFC 2139, RFC 2865, RFC 28
RFC 5090, RFC 5607

MacmrabupyeMblii KOHTPOJIb
noctymna Diameter

RFC 3588, RFC 4005, RFC 4006, RFC 40]
RFC 5224, RFC 5624

Ayrentudukamus EAP

RFC 1748, RFC 2716, RFC 2284, RFC 37
RFC 5247

AyTeHTH(DHUKAIMS U MEXaHHU3M
MaHaTHoro jgocrymna Kerberos

RFC 4120, RFC 4430, RFC 4537

Kontpons nocrynma SOCKS

RFC 1928, RFC 1929, RFC 1961, RFC 3(

89

Ayrentudukarusa X.509

RFC 2459, RFC 2528, RFC 3647, RFC 42

10,
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| RFC 4211, RFC 4212, RFC 5708, RFC 6187

D¢ PexTUBHBIM C TOYKM 3PEHHUS pacmapajuieTUBaHUS aJrOPUTMOB OOeCTIeUeHUS
KOH()HICHIIMATEHOCTH U IIEJIOCTHOCTH OYJET MCIOJIb30BaHUE MHU(PPOBAHUS B PEKIME
CYETYMKA W BBIPAOOTKH KOJA AyTEHTUYHOCTU ITyTEM BBIMOJHEHUS XAMI-(QYHKIIMH B
CHCIHMAIbHOM pexuMe (C BBEJACHMEM B pacueThl 3aBUCUMOCTH OT CEKPETHOM
KOMIIOHEHTbI UM 00pe3ku HudpoBoro otmnedarka) [15]. DTo MO3BOJUT YMEHBIIHUTH
3aJepXKKy TpeoOpa3oBaHMs JaHHBIX Ha CETEBBIX JJIeMEHTax (B OCHOBHOM,
NOrPaHUYHBIX MaplipyTuzatopax [12]) 3a cyYeT HCHOJB30BAHUS COBPEMEHHBIX
MHOTOSIZIEPHBIX ¥ MHOTOIIPOIIECCOPHBIX CHCTEM.

Ta6numa 3.OcHOBHBIE 0COOCHHOCTH MPOTOKOJIOB OpTraHU3alUN
KpUNTOTpadUuecKu 3anUIICHHBIX KaHAJIOB

TIpoTOKOJI/XapaKTepHCTUKA TLS | IPsec PPTP| L2TP
AyTtentuduxanus oOsi3aTenpHa s HE o0s3aTenbHa IS
peain3anuu, HO €CTh peanuzanuu

Bapuant NULL
Br1enieHHbINd TpaHCTIOPTHBIN
MIPOTOKOJI Mepeiaun HET HET TCP HET
ynpasiisironieit tHhopMaluu
TpaHCHOPTHBIN MPOTOKOJ aroboi | droboi TCP | UDP, ATM, FR
Kpunrorpaduueckne mpuMHUTHBBI

P pad P acuMmM. /| acumm. /
(ympaBnenus kirodamu / . HE OIpeIeTEHbI
CUMM. 10001
mmdpoBanue)
Ajaroput™ mudpoBaHus na na
CKBO3Has mepenavya
Tor nemoctHOCTH OULII,
MAC mu@poBaHHOTO Tpaduka
MAC

Hcnonb3oBaHue Npou3BOIBHOTO na,

HET Aa Aa
MeXaHU3Ma ayTeHTUPUKaIu tunna CHAP
MacmtabnupyeMOCTh CUCTEMBI

na na HET HET
yIpaBJIeHUs KIYaMH
Bo3moxHocTh nepenmdpoBanus HET aa HET HET
Bbydepuzanus nanabix na na HET HET
B03MOXHOCTh HACTPOUKH
JTUCHUTUIMHBI 00CITY>KUBaHUS HET
JTAHHBIX

€UCTBUS MPU NIOTEpE Tpaduka

A p pe Tpad TCP [IpOTOKOJ BBINIECTOSIIIETO YPOBHS
BO3JIararoTcs Ha
[lepemenHbIit 00beM JaHHBIX TS eT
(dbopMUpOBaHU Tera 1EeJI0CTHOCTU
Crioco6 00paboTKH TaHHBIX MPU
UCII0JIb30BAaHUU MHOKECTBA MHorokonBeiepHbiii | BO3MOKHOCTh OTCYTCTBYET
JITOPUTMOB
OOpaboTKa JaHHBIX B HET, peaju3yeTcsl OTAEIbHBIM POTOKOJIOM,
co0TBeTCTBUM C nmapamerpamu KO YOPABJISIIONIMM 00pabOTKON JaHHBIX
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[lonneprxka nepenayu JaHHBIX B HET, peanu3yercs OTAEIbHBIM IIPOTOKOJIOM,
cooTBeTCcTBUM ¢ mapamerpamu KO YIPABIIIOLIUM ITepejadyei JaHHbBIX

AHaM3 CTaHAapPTOB, ONMMCHIBAIONINX CTEKU MPOTOKOJIOB (Tadymia 3) mokasal, 4To
B MPOTOKOJIAX (POPMHUPOBAHUS KPUTITO3AIIUIIEHHOTO KaHAIa OTCYTCTBYIOT MEXaHU3MBI
oOecrieueHnsT KadecTBa OOCTYyXHBaHUS TpU TMepenade u 00pabOTKe TaHHBIX, YTO
MIPUBENIET K HECITOCOOHOCTH 3aIlMIIIEHHOW CHCTEMBbl TapaHTUPOBATh coOmoaeHne SLA.
Hcnonb3oBaHue CHeUMANbHBIX MPOTOKOJIOB, HAIpPaBJICHHBIX Ha  pealn3aluio
xounenmuu  Traffic  Engineering [7] #ampumep, MPLS), a  Ttaxxke
CHCIMATM3UPOBAHHBIX JTUCIMIUIUH 00CTy)KMBaHUs MakeToB [12], HE MO3BOJIMT THOKO
HacTpauBaTh cucreMmy Wb, BciencTBre opueHTaluy MpoTOKOJIOB Ha MPOLIECC Mepeaadyu
JIAHHBIX, a He UX 00paboTKy (a 3amepxku B TC m m3MeHEHHEe XapakTepa Tpaduka
BO3HHMKAET MMEHHO BCJEACTBUE MPUMEHEHHUS KpUIITOTpaduuecKux MpeoOdpa3zoBaHUM,
T.¢. 00pabOTKH JaHHBIX).

Crnenyer Takke OTMETHTh, YTO BCE MOMYJISIPHBIC TMPOTOKOJIBI HE MOICPKUBAIOT
UCIOJIb30BaHUE MPOU3BOJIBHOM JUCIUILIMHBI 00CTy)KUBaHuUs naHHbIX, a PPTPu L2TP
TaK)Ke HE MOJICPKUBAIOT Oy(depusannio NaHHBIX. DTH OCOOEHHOCTH HE MO3BOJIAIOT
WCITOJI30BaTh BO3MOXKHOCTH COBpeMeHHBIX KM, Takue Kak OOoJbIIoi 00bheM MaMsITH
s Oydepusanuu  00paOOTaHHBIX JAaHHBIX W TMPUOPUTETHAST MHOTOKaHaJIbHAS
o0OpaboTka gaHHbIX [15].

3. Cxema oueHuBaHus 3(PPeKTUBHOCTH BHeIPEHHUS HOBBIX AJITOPUTMOB

B pesynbrare anammsza cranmaptoB RFC u NIST [16], permameHTHpYROIHX
peanu3alri0 METOJOB KPUNTOrpapuyecKod 3aluThl B TEIEKOMMYHUKALMOHHBIX U
MH(OPMAIMOHHBIX CHUCTEMax, OblIa pa3paboTaHa W MpeUIoKEHa CIEAYIoIas cxema
orleHMBaHusA 3(G(EKTUBHOCTH BHEAPEHUS HOBBIX METOJOB KPHUOTOrpapUUECcKOi
3amuThl (pHC.).

brnox 3amau 1. Pa3zpaGoTka MeTona ympaBieHUS [OJDKHA OBbITh H3HAYAIBHO
corjacoBaHa ¢ OTpPaHUYCHHUSMH, BBIJIBUTAEMBIMH THIIOM CEPBHCA, CETHI0 W

nokasarensvu SLA X, (X < x, < x™), j =1.n,Tae N —KOIMYECTBO

paccMaTpuBaCMbIX < 2. OnpeneneHne orpaHnyeHnii Ha
o 1. PaspaGoTka meToaa kpuntorpaduyeckom peanusauuo Kpuntorpadmyeckon 3awmnTbl Ha
IIOKA3aTCJICU. 3aWnTbI OCHOBe Mokasaresien
> TENeKOMMYHUKALIVOHHBIX CEPBUCOB 1 CETM

[TonpoGHOE omucanue i I

A | Oran paspaboTku
u aHAJIUTUYCCKHUE "~~~ ° | '—___________—___;' ______________________
BBIpa)KeHHﬂ IUDI 3. Peanusauusa metoaa B Stan peanusaumm
OHpeI[eHeHI/IH KpunTorpacuyeckom Moayne

npuBeneHsl B [3],
OJTHAKO,  BCIJIEJCTBHUE

4. OueHka apPeKTBHOCTY peanusauum

[}
|
]
I
I
i
]
[oKa3arejeu SLA ! l
i
|
I
]
]
|
]
I
|
|

Pa3HOTUITHOCTH
nmokasaremxesd, v 9ran akcnnyatauun
pa3inuusg AUAaIIa30HOB MpyMeHeHVe KpunTorpadgM4eckon 3awwuTbl k Tpaduky cetTn ¢
3Ha‘leHHﬁ u YCJ'IOBI/Iﬁ ncnornb3oBaHMemM moaynsa

7. MNMepepacnpegenexHve
HpeBbHHeHHH/ HEIOCTH 5. O6pab 6. OueHka adppeKkTUBHOCTH pecypcoB KpunTorpagmnyeckoro
SKUMOCTH JTaHHBIE - DOpaboTKa AaHHbIX 06paboTkM AaHHbIX MOAyns ANs yMeHbLUeHUs

! HecooTBeTCcTBMS SLA

IIoKa3aTeiin JOJIKHBI
6BITE Puc. YauBepcanbHas cxema orieHuBaHus 3QPEKTUBHOCTH
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YHU(PUIIMPOBAHBI U, BHEJIPEHUSI HOBBIX METOJ0B KPUIITOTPAPUUECKOMN 3aUThI
10 BO3MOXHOCTH, HOPMHPOBaHbI. J[aHHas mporeaypa MOXKET ObITh BBIMOJIHEHA MyTEM
mkayupoBanms [10].

Ha ogun ¢usnueckuit unrepdeiic u mpoueccop KM moryt noctynats pa3nndHbie
BUbI nHpOpManuu [6]:

1) ympasisionas —Hanpumep, curHanbHbii Tpadpuk NGN;

2) ciyxeOHasl — HallpuMep, YBEIOMIICHHUS O CTAaTyCe BBITIOJHEHHS ONepaluii
B CETH,;

3) KpHUnTorpaguueckue Kiioun —uH(popMarus, UCrob3yeMas s
YHUKaJIBHOTO IPpeoOpa3oBaHusl JaHHBIX;

4) TpauK peasbHOro BpeMEHU — MeInaJaHHbIe, KPUTUYHbIE K U3MEHEHUIO
BPEMEHHBIX XapaKTepPUCTUK TpaduKa,

5) OCTaJIbHOM Tpauk — 1aHHBIE, HE KPUTUYHbBIE K U3MEHEHUIO BPEMEHHBIX

XapaKTEepUCTUK Tpaduka.

bnoxk 3amau 2. OnpeneneHue OrpaHUYEHUN Ha peaau3aluio KpUunrorpapuieckon
3alIUTHl CBA3AHO € OJIOKOM 1, MOCKOJBKY HENOMYCTUMO OAOOPEHHE aIropuTMa WM
IPOTOKOJA, €CIM €ro JEHCTBHE HE COINIACOBAaHO C HAOOPOM TpeOOBAaHUU CUCTEMBI
YIOPABJICHMS, aPXUTEKTYpPOM CETH W OOIIEH JOrM4eCKOM CTPYKTYpOl IpPOTOKONA M
bu3MYeCcKO CTPYKTYypOll cHCTeMbl. B KauecTBe OCHOBHBIX MoKkazareneit SLA
OTHOCHUTEJNIbHO Kpurnrorpapuieckux npeodpazopanuii Tpaduxa NGN MoxHO BbIOpaTh:

1) oneparmonHas d(pheKTUBHAST EMKOCTh KPUIITOTPaPUIECKOr0 MOTYJIS;
2) HaKJIaJIHbIE PAcX0/ibl Ha 00pabOTKY JTaHHBIX;

3) HaKJIaJIHbIE PACXObl HA KOJWPOBAHUE JaHHBIX;

4) 3a/iep’kKa 00pabOTKH MaKETOB,

5) CTETICHh U3MEHEHHSI BDEMEHHBIX XapaKTEPUCTUK MOTOKA TAHHBIX.

brnox 3amau 3. Peanuzamuss metona B KM nmomkHa oTBedarh TpeOOBaHUSIM
crangapta FIPS 140-2 (3) gorudeckast apXuTeKTypa 00pabOTKH JaHHBIX IMPOTOKOJIOM
JO0JKHA OTBeYaTh (hruznueckoit apxutektype KM.

brnox 3amau 4. Ouenka >QQPEKTUBHOCTH peaau3alMid MOXET OBbITh IMpOBEIEHA
NyTEeM aHajlMu3a OINpPEeNeJICHHOr0 arperupoBaHHOrO mnokaszarens. OCHOBHOM MpobieMoit
JAHHOTO OJIOKa SIBISIETCS TOYHOE OLIEHHWBAaHUE TOKa3aTelied CHCTEMbI BCIEACTBHE UX
3HAUNUTEIbHON Koppemsiiuu. OmHako yeM Oobline (pu3ndecKux HHTEP(EHCOB MMEET
KpunTorpaguueckuid MOAyidb, W UYEM MEHbIIE CMEIIEHUE THUIOB JaHHBIX,
nepeaaBaeMbiX Ha (usmyeckuid uHTEepderc, TeM MEHbIE CTENEHb BIUSHUS OJIHUX
omepanui Ha apyrue. Ilpu omnpepeneHMH UCTUHHBIX 3HAYEHMH XapaKTEPHCTHK X,

HEOOXOIMMO CTPEMUTHCS K MUHUMYMY CPEIHEKBAAPATHYHOMN OIIMOKH OIIEHOK JaHHBIX
m n

XapaKTePUCTHK K. £2(X) = Z{z h % - zi — min. 31ech z — HaOIIOJaCMbIC 3HAYCHUS
=ik

XapaKTEPUCTUK, BKIIOYas IOYyMbI CHCTEMBI, a h, — marpuma O0OYCIOBIEHHOCTH
(dakTopoB. BaskHBIM MOMEHTOM SIBJISIETCS TO, YTO OLICHUBAHHUE SBISETCS KOCBEHHBIM, U
i > j, T.e. BOSMOXHO IMOJIy4€HHE 3HAYCHUI XapaKTEepPUCTUK 0€3 paCKPBITUs BHYTPEHHEH

CTPYKTYPBI KPHIITOTPA(PUIESCKOTO MOJTYJIS.
bnok 3amau 5. O6paboTka MaHHBIX JOJDKHA OBITH MPUOPUTETHOM B TOM Ciyyae,
ecim oJuH (pu3nyeckuii HHTEpdEic 1 mpoleccop UCIOIb3YIOTCS JUIsl 00pabOTKH paHee
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0003HAaYEeHHbIX BHUJOB HMH(OpManMM. 3anayeil NIaHUPOBUIMKA OOpabOTKH IAaKETOB
ABIIACTCS TEpPEyNopsI0YMBaHUE 3allpOCOB Ha OOpaOOTKY JAHHBIX TakuM 00pa3oM,
9TOOBI CBECTM K MUHUMYMY IMPOCTOW mporeccopa ((PpakTHUECKH — MUHUMH3UPOBATH

3aJep)KKy OOpabOTKM NAHHBIX) M TIPH 3TOM COOJIFOCTH yCIOBHE X[ <X < X',

CoBpeMeHHbIE MOJEIH MPUOPUTETHOro oOCykuBaHus [11] omepupyrT ¢ AByMs
OCHOBHBIMHM  TIOKa3aTeNIIMHM,  KOTOpbIE  MOXXHO  JIETKO  ONPEACNTUuTh  JJiA
KpUNTOrpapuueckoro npeoOpa3oBaHMs: CpeIHee W CTATUCTHYECKas JMCIICPCHs, U Ha
UX OCHOBE (DOPMHPYIOTCS alITOPUTMBI TIEPEyOPSA0IMBAHIS 3aIIPOCOB.

binok 3amau 6. Ouenka »>ddekTuBHOCTH 00pabOTKM JaHHBIX SBISETCSA
HETPUBHAILHOW 3a/adyeil BcleAcTBHE TOro, 4To oauH KM MoXeT OoJHOBpEeMEHHO
oOpa0OaThiBaTh JAaHHBIE PA3JNIMYHOrO TpefaHasHaueHus (MUppoBaHWE JAHHBIX,
nepemu@poBaHne ¢ IMEIbI0 Tpeodpa3zoBaHus (GopMaToB, pacMPpOBAHHUE C IIEIHIO
aHaJIM3a v JIp.). MOXHO T0JIb30BaThCs YHUBEPCATBHBIM KpUTEpUEeM 3(DPEKTUBHOCTH —
€CJIM CeTh TPHW BBHIOpAaHHOM cIioco0e 00pabOTKM MaHHBIX CIIOCOOHA YIOBIETBOPHTH
kputepusiMm SLA, hopMupyeMbIX MHOXECTBOM TOJIb30BATENICH, TOTJa MOKHO CUUTAThH
crioco0 oOpabotku mpuemiemMbiM. CIOXKHOCTBIO ONPENETICHUS HECOOTBETCTBHS
kputepusiM SLA sBisieTcst BEIOOp HEKOMIIEHCAIMOHHONW METPUKH HECOOTBETCTBUS, T/IE
HOJIOXKHUTEIBHBIN dPPEKT YIydlIeHUs] OJHUX ToKas3areiei (MeHee BaKHBIX) HE OyeT
KOMIICHCUPOBaTh OTpUIAaTeIbHBIN 3 ekt Apyrux mokaszareneit (0oee BaXKHBIX).

brnok 3amau 7. [Ilepepacnpenenenne pecypcoB KM mis  yMeHbIICHUs
HECOOTBETCTBUS NokazaresnsiM SLA nmoapa3zymeBaer:

—TOCTIKEHUE MAaKCUMAIIBHOM CTETIeH! UCTIOIh30BAHUS PECYpCOB MOTYJIS,

—n30eXaTh KOH(PIMKTOB PA3IMIHBIX HHPOPMAITMOHHBIX TOTOKOB 32
pesepBupoBanue pecypcos KM;

—00€ecCIeunTh BHITIOJIHEHNE YCIOBHIM 00CTy)KUBaHUS WH()OPMAIIMOHHBIX TIOTOKOB B
pEeXHUME pealbHOTO BPEMEHU,

—00ecreuuTh COOJII0ICHNE YCIIOBHA JOTOBOPA C a00HEHTOM OTHOCHTEITBHO
napameTpoB cepBrca (cornameHus 00 yposHe ycuyr, SLA).

Takoe  mepepacmpeneneHre  BO3MOXHO  JIMIIb  TPH  COTJIACOBAHHOCTH
BO3MO>KHOCTEH CETEBBIX MPOTOKOJIOB U JIOTHYECKOU U pusnyeckoit apxurekryp KM.

4. BbIBOABI

B pabote Obumm mnpoaHAMM3UPOBAHBI PA3IUYHBIC TEXHOJIOTHH OPTaHU3AIUN
KpUnTorpagpuueckd 3allUIIeHHOTO KaHalla, PAacCMOTPEHBI MPOTOKOJBI MPOBEACHUS
ayreHTU(UKamu 00bekToB TC, BbIACICHBI OOIIME YePThI M pa3IMuusl Npu 00paboTKe
CTeKaMHU IMPOTOKOJIOB MHOXKECTBa BUIOB Tpadmuka, mepenaBaeMoro B TPaHCIOPTHOM
cett NGN. bbuto BBIZIETICHO, YTO MPOAHATU3UPOBAHHBIE TIPOTOKOJIBI, OPUEHTHPOBAHBI
Ha COBMECTHYIO OOpabOTKy pa3Iu4HBIX THUIIOB MJaHHBIX C TOMOIIBI0 €IUHOTO
npoiieccopa, ogHako FIPS 140-2 (3}anperaer Takoii cnmocod 00pabOTKK JaHHBIX IS
KoHQUAeHIMaTbHOW HMH(opManuu. [loaTomy HEoOXOauM TEpPecMOTpP MPOTOKOJIOB C
IEIbI0 pa3fesicHns WH(POPMAIMOHHBIX TOTOKOB, YTO TO3BOJIAT MPOTOKOJAM OBIThH
OMOOPEHHBIMU I pealM3aliil B CETAX, TJ€ IUPKyIupyeT uHopMaIums ¢
OTPaHUYCHHBIM JOCTYIIOM M YBEJIMYUTH CKOPOCTH CHCTEMBI 00pabOTKM MHGMOpMAIHH
3a CYET OJTHOBPEMEHHOTO TIPOBEICHUS OTIepaIiiii HaJl MHOKECTBOM TTOTOKOB JTAHHBIX.

beima mpemnmokeHa cxema oneHWBaHUS S(PGEKTUBHOCTH BHEAPEHHS HOBBIX
METOOB KpUNTOrpaduIecKOl 3alUThl B paMKaX CYIIECTBYIONIUX U pa3padaThIBAeMbIX
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IPOTOKOJIOB OOMEHA TaHHBIMH, C YY€TOM TPeOOBaHUM, ONIPEIENIIEMbIX COTJIAIIICHUEM O
KayecTBe OOCITyXHBaHUS WH(POPMAIMOHHBIX TMOTOKOB. [laHHas cxema MOXET OBITh
UCIIONIb30BaHa TMPHU TECTUPOBAHUU COOTBETCTBUSA KPHUOTOrpaUUECKUX aIrOPUTMOB,
MOJyJIed W 3alMIICHHBIX MPOTOKOJIOB OOMEHa TaHHBIMU W YTMPABICHHUS KIOYaMH
oOmreit uaeonorun nHpopmarmonnoro oomena B NGN.
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COBEPIHIEHCTOBAHUE MEXAHU3MOB CJIYYAWHOI'O
MHOKECTBEHHOT'O JOCTYHIA B CACTEMAX
BECITPOBOJHOMU CBs3HU

[IpoBeneH aHami3 aarOPUTMIB MHOXKHHHOTO BHIIQKOBOTO JIOCTYITY 3 BHUPINIEHHSAM KOHQIIKTY, IO
BUKOPUCTOBYIOTbCS B CUCTEMax aOOHEHTHOTO PajaioAOCTYIy i IX 3aCTOCOBHICTh B THUIIOBHX YMOBaXxX
IHTEHCUBHOTO 1 HecTallioHapHOro Tpadiky. 3arnponoHOBaHa aJanTHBHA MPOIEAypa, IO MICTHUTh
QITOPUTM ONTHUMATBHOI CTOXACTHYHOI OIIHKH 1 3HAXO/KyBau TIOPOTY, IO CHUTHAJI3YE TMPO
HEOOXI1THICTh MEePEX0,1y Ha HOBUI aJITOPUTM.

[TpoBeneH aHalnM3 aJrOPUTMOB MHOXECTBEHHOI'O CIy4alHOTO JOCTYIA C pa3pelieHrueM KOH(MIUKTA,
UCIIONIb3YEMBIC B CHCTEMax aOOHEHTHOTO PaJHOJOCTyIa M MX MPUMEHUMOCTh B THUIIOBBIX YCIOBHUSX
MHTEHCUBHOTO W HecTauuoHapHoro tpaduka. [IpeminoxeHa aganTuBHAs Mpoleaypa, CoAepKariast
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