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OCOBJIUBOCTI AIIAPATHOI PEAJIIBAIIII CHUMETPUYHOI'O
AJTOPUTMY HIUN®PYBAHHS RIJNDAEL

VY JomoBiAl pO3TASHYTI OCHOBHI MEPENOHM Ta MNUIAXM iX TOJOJAHHA, SKi
BUHUKAIOTh MpHU amapaTHii peanizauii OAHOTO 3 HAWUCWIBHIMIKX alrOpUTMIB
mndpyBadas. [logaHO KOPOTKHII OMUC aNrOpuUTMy, HMOSICHIOETHCS TPUHLMI HOTO
po0OOTH, a TaKOX MPUBOJATHCS HOTO MOXJIMBOCTI 1 BUMOTH, BUCYHYT1 IO HBOTO.
Hapenena oana 3 MOXIMBUX CTPYKTYp, aganToBaHa s peamizamii Ha [IJIIC,
OMMCAH1 METOJM anapaTHOr0 BUKOHAHHS OKpEMUX ii OJIOKIB. AHaNI3yeThCcsl BUOIP
TOTO YW IHIIONO METOAY 3 TOYKH 30pY HPOAYKTUBHOCTI Ta ONTHUMAIbHOCTI
peanizaiiii.

Kapaman /. I'. Yxpauna, Xapvros

OCOBEHHOCTHU ATNIMMAPATHOM PEAJIM3AIIUM CUMMETPUYHOI'O
AJITOPUTMA HIINPPOBAHUS RIJNDAEL

B noknage paccmaTpuBarOTCS OCHOBHBIE NPEMSATCTBUS U IIYTH MX NPEOAOJICHUS
MIpU amnmnapaTHON peaanu3alii OJTHOT0 U3 CaMbIX CHUJIBHBIX aJITOPUTMOB Hin(dpoBa-
Hud. JlaeTcsa KpaTkoe ONMUCaHUe alropuTMa, OOBSCHIETCS MPUHIUI €To paboThI, a
TaK k€ MPUBOJISITCSL €r0 BO3MOXXHOCTH U TPEOOBAHUS, PEIBIBIISIEMBIE K HEMY.
[IpencraBnena ogHa U3 BO3MOXHBIX CTPYKTYP, aJaNTUPOBAaHHAA I peajv3aluu
Ha [IJIUC, onucanbl METO/IBI aNapaTHOTO UCIIOTHEHUS OTACIbHBIX €€ OJIOKOB.
AHanu3upyeTcss BbIOOp TOro WJIM HMHOTO METoJa C TOYKH  3pEHUs
MPOU3BOIUTEIIBHOCTH U ONITUMAIIBHOCTH PEAIU3ALINH.
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SYMMETRIC ENCRYPTION ALGORITHM RIJNDAEL HARDWARE
IMPLEMENTATION FEATURES

In the report common hardware implementation difficulties of one of the strongest
encryption algorithms and the ways to solve them are considered. Brief algorithm
description is given, principle of its operation is explained and the capabilities of
the algorithm as well as its requirements are specified. One of the most probable
structures for FPGA implementation is shown; methods for particular blocks
hardware implementations are explained. The performance and design optimality
of chosen methods are analyzed.
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