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B craThe pacKkpbITBI OCHOBHBIE KOHILIENTYaJdbHBIE IMOAXOMBI K YINPABICHHUIO MOTEHIMAIOM pPa3BHTHUSA
npeanpustus. OnpeneneHsbl GakTopsl M MPUHIKIIBL, KOTOPhIe 00YCIOBIMBAIOT Pa3BUTHE €TI0 3JIEMEHTOB.

KimoueBnble cjioBa: KOHICHTYAJIbHBIC IMOAXOABI, IIOTCHI Al pa3BUTHA, IOTCHIUA NPEATIPUATUA.

In the article basic conceptual approaches to the management potential of development of the
enterprise. Factors and principles that determine the development of its elements are defined.

Keywords: conceptual approaches, development potential, the potential of enterprise.
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OIEHKA NTH®OPMALIMOHHBIX PUCKOB
IO METOAUKE CRAMM

B coBpeMeHHBIX YCIOBHSIX OJHOW M3 aKTyalbHBIX 3aad SIBISETCS OLEHKA d3PPEKTUBHOCTH MEPOTIPHUITUH 110
3amuTe MHPOPMAIMU B MHPOPMAIIMOHHBIX KOMIBIOTEPHBIX cucTeMax. /laHHas paboTa MoCBsIIeHa OJHON U3
HanOoJIee MOMYISIPHBIX U YHUBEPCATBHBIX METOIUK — Cramm.

KuroueBble c1oBa: HHPOpPMAITMOHHBIE PUCKH, METOTUKA Cramm.

BBenenue. Pacrer nundopmanmonnas uHPPACTPyKTypa OpraHU3aIMM, KOTOopas
0 Mepe MPUOOPETEHHUsl CPEACTB BBIUYUCIUTEIBHOW TEXHHKH, 4YacTO, pa3pacTaercs
«BIIMPbY», TPUOOPETAsT HECTPYKTYPUPOBAHHBIN T€TEPOreHHBIA XapakTep. ITO B CBOIO
odepellb MPUBOIUT K HEKOHTPOJIHPYEMOMY pPOCTY KOJMYECTBA YSA3BUMOCTEM H
YBEJIMYEHUIO BO3MOXKHOCTEM JOCTyna K HWH(GOPMAalUU CO CTOPOHbI BHEIIHUX U
BHYTPEHHUX HapyILIUTEIEH.

[TosiBnenue u oco3Hanue nmpodsieM WHPOPMAITMOHHONW 0€30MTaCHOCTH TTPUBOIUT
K HEOOXOJUMOCTH M3MEpPEHUsl BEIMYMHBI MHPOPMAIMOHHOTO pucka. OlleHKa pHcKa
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MO3BOJIAET OMNPEACTUTh HEOOXOAUMYIO CTENEHb 3alluThl, BBIOPATh CTPATETHIO
pa3BUTHs UHGOPMAIIMOHHON CTPYKTYPhl OpTaHU3allMU U TOJJEPKUBATh Ha JOHKHOM
ypOBHE 0€301MaCHOCTh OpraHU3alIUH.

B Hacrosimee BpemMsi MHOTHE OpPraHU3AlUK, CIECHHAIN3UPYIOIIMECS B PEUICHUN
npobsieM WHGOPMAIMOHHONW O€30MacHOCTH TpeiarailoT (4acTo B KauecTBE
KOMMEPUYECKOT0 MPOIYKTa) pa3InIHbIe METOIUKH OLIEHKH MH(POPMAIIMOHHBIX PHUCKOB.
N3BecTHbIE METOAMKH MOXHO KJIAacCU(UIMPOBATH MO TUIY HCIOJIB3YEMON B HHUX
IPOLIEAYPhl IPUHATHS PEIICHUSI HA OJHOATAIHbIE U MHOTO3TaNHbIE. B OJTHOATAITHBIX
MeToaukax (dmekTpoHHbie Tabmuiel Tuma "Risk Matrix") orneHka prcka BBITIOTHSICTCS
C NOMOIIBIKD OJHOPA30BOM pEUIAIOMIEN MNPOLEAYypbl. B MHOro3TamHbIX METOJIHUKAx
(NIST, CRAMM) oueHka pucKa MPOBOJUTCA C MNPEABAPUTENIbHBIM OLICHUBAHUEM
KJIFOUEBBIX ITAPAMETPOB.

MexaHu3M OLICHMBAHUS PUCKOB HAa OCHOBE HEYETKOM JIOTWKH, IO CYILECTBY,
SBJISIETCS DKCIIEPTHOM CHUCTEMOM, B KOTOpoW 0a3y 3HaHMI COCTaBISIOT MpaBuUIia,
OTpaXkarolllMe JIOTUKY B3aMMOCBSI3M BXOJHBIX BEJIMYMH M pucKa. B mpocreiimeM
cillydae 3TO «Ta0lMyHas» JIOTWKa, B oOleM ciydae — Oosiee CIOKHas JIOTHKA,
OTpaXkarolllasi peajbHble B3aUMOCBSI3U, KOTOpPbIE MOTYT OBbITh (DOPMATU30BaHBI C
NOMOIIBIO MPOAYKIMOHHBIX npaBui Buga «ECIIN, ..., TO».

Metoauka. PaccMOTpuM MeXaHHM3M IONYYEHHUs OLEHOK pHUCKa HAa OCHOBE
HevyeTkor Joruku mo meroauke CRAMM c mpenBapuTenbHBIM OLIEHUBAHUEM ABYX
BXOJHBIX IApaMETPOB: OLIEHKH BEPOATHOCTH HEKOTOPOIrO MHUUACHTAa U yuiepba OT
3TOro MHOMAEHTAa. [l W3MepeHus BXOIHBIX IapaMETPOB  HCIIOJIb3YHOTCS
MATUYPOBHEBBIC IIKAJIBI.

CRAMM — WuWHCTpyMEHTaJbHOE CpPEICTBO, pEATH3YIOIIEe OTHOMMEHHYO
METOAMKY, KoTopas Oblna pa3padorana kommnanueid BIS Applied Systems Limited no
3aka3zy OpwuTaHckoro mpaBuTenbcTBa. MeTtom CRAMM 103BOJISIET TMPOU3BOJUTH
aHaJIU3 PUCKOB M peuarb paa  JOpyruX ayJIuTOPCKUX 3anad: oOcieloBaHUe
MH()OPMALTMOHHOW CHCTEMBI, NMPOBEACHUE aylUTa B COOTBETCTBUU C TPEOOBaAHUSIMU
cranaapta BS 7799, pazpaboTka noauTukyu 6€300aCHOCTH.

JlaHHasT MeETOAMKAa ONHUPAETCS Ha OLEHKH KayeCTBEHHOTO XapakTepa,
[OJly4yaeMbl€ OT IKCIEPTOB, HO Ha UX 0a3e CTPOUT yXkKe KOJIUYECTBEHHYIO OLIEHKY.
Meron sBsIETCS YHUBEPCAJIBbHBIM W TOAXOAUT U JUIsl OOJBIIMX, W JJISI MEJKHX
OpraHu3alMii Kak MpaBUTEIbCTBEHHOT O, TAK U KOMMEPYECKOTO CEKTOPA.

CRAMM  npennonaraer — pasfelieHHe€  BCed  mpoueaypsl Ha  TpHU
NOCJIEIOBATENbHBIX —ATama. 3ajJadedl mepBOro JTama SBISETCA  ONpelesieHue
JOCTAaTOYHOCTU [IJISl 3alllUThl CUCTEMbl MPUMEHEHHUsS CpencTB 0a30BOr0 ypOBHS,
peanu3ylMX TpaaullMOHHbIe (YHKIUU O€30MacHOCTH, WM HEOOXOJAUMOCTh
npoBefeHUss Oojee naeTa’dbHOro aHanu3a. Ha BTopom 9Tame MNpou3BOIUTCS
uJeHTU(UKAIS PUCKOB U OllEHMBAaeTCs WX BenuuumHa. Ha Tperhem srtame pemraercs
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BOTIPOC O BBIOOPE alleKBaTHBIX KOHTpMep. s KaKIoro srama onpeaemnstoTcs Hadop
MCXOJHBIX JAaHHBIX, IMOCJIEI0BATEILHOCTh MEPONPHUITUN, AHKETHI ISl TPOBEICHHUS
MHTEPBBIO, CITUCKU MTPOBEPKU U HAOOP OTUETHBIX TOKYMEHTOB.

HoctounctBa meroga CRAMM: Xopouo CTPYKTYpUPOBaHHBIA W IIMPOKO
onpoOOBaHHBIA METOJ| aHallM3a PUCKOB; MOXET HCIIONb30BAThCSI HAa BCEX CTAIUSIX
MpOBEJCHUS ayauTa Oe30MacHOCTH HH(OPMAIMOHHBIX CHUCTEM; B  OCHOBE
IPOrpaMMHOTO TIPOAYKTa JIKHUT oObeMHas 0a3a 3HaHW MO KOHTPMEpaM B 00JACTH
MHPOPMAITMOHHON 0e30MacHOCTH, THOKOCTh W YHHUBEPCAIBHOCTHh JAaHHOTO METOJa
MO3BOJISIIOT €r0 HCIOB30BaTh JUIS ayauTa HH()OPMAIMOHHOW CHUCTEMBI JIFOOOTO
YPOBHSI CJIOKHOCTH W HAa3HAYCHUS; MAHHBI METOJ IMO3BOJIACT pa3padaThiBaTh IUIAH
HENPEPBHIBHOCTH OM3HECA.

[Ikana BEpOATHOCTU COJAEPKUT CIEAYIONINE YPOBHHU:

A — coObITHE MPAKTUYECKH HUKOT]IA HE POUCXOIUT;

B — coObITHE Ci1yyaeTcs penko;

C — BepOATHOCTH COOBITHS 32 pAaCCMaTPUBAEMBIN MPOMEKYTOK BPEMEHHU OKOJIO
0.5 (cobwimue e6nonme  603MOdNCHOE NpPU  COOMBEMCMBYIOUEM  CHEeYeHUU
obcmosimenbcme — agm.);

D — ckopee Bcero coObiTre Mpou30UAeT (npu opeanuzayuu amaxu — asm.);

E — coObITHE, BeposiTHEE BCEro, MPOU3OMICT (npu opeanuzayuu amaku — asm.).

[Ikana ymep6a Coep>KUT TaKKe MITh YPOBHEH:

N (Negligible) — yiep0, koTopbIM MOKHO TIPEHEOPEYb;

Mi (Minor) — He3HAYUTCNbHBIN yIIepO, MOCICACTBHS KOTOPOTO JIETKO
YCTPaHHTb;

Mo (Moderate) — ymepeHHBIH yiiepO;

S (Serious) — cepbe3nblii yiepO, JUKBUAAIINSA KOTOPOTO BO3MOYKHA, HO CBsI3aHA
CO 3HAYUTEIIBHBIMU 3aTpaTaMHu;

C (Critical) — xputnyeckuii yimep0, KOTOPBIH CTaBUT TIOJ COMHEHHE
BO3MOXXHOCTh YCTPAHEHHUS €ro MOCIIEACTBHIA.

Cnenys meromuke CRAMM, mikamy mjis OIEHKH pHUCKa 3adaJiM B BHIE
nocnenoBareabHocTH yucen or 0 o 8, BkItouuTensHO (Tabmuua 1). 3aBHCHUMOCTH
pPHUCKa OT BEPOSATHOCTH U yliepOa npuBeaeHa B Tadiuiie 2.

Ta6nuna 1 — [llkana oneHku pucka

CoJiepaHue ONMCaAHUSI OIICHKH YucaoBoe 3HAUYECHHE

0 — He3HaUYNMBIH 0-0,111

1 — oyeHp HU3KHHI 0,111 - 0,222
2 — HU3KUH 0,222 - 0,333
3 — YJOBIETBOPUTEIbHBIN 0,333 -0,444
4 — cpepHuit 0,444 — 0,555
5 — npuememsrii 0,555 - 0,666
6 — BBICOKUI 0,666 — 0,777
7 — KPUTHYECKHIA 0,777 — 0,888
8 — HemoImy CTHMBIit 0,888 -1
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Tabsmua 2 — [IIkana OLEHKH pUCKa M0 NTUYPOBHEBBIM IIKAJIaM

BepostHOCTE Yep6
N Mi Mo S C
A 0 1 2 3 4
B 1 2 3 4 5
C 2 3 4 5 6
D 3 4 5 6 7
E 4 5 6 7 8

BouiBoabl. Ha kadenpe Dxonomuku u MeHemkmenta CTU HUTY «MHUCuC»
Obl1 TpoBeAeH aHanu3 uHpopManuoHHOM Oe3omacHoctd OAO  «OckonbCKun
ANEKTPOMETAIUTYPTHUCCKUI KOMOMHAT.

Tabmuua 3 — Pe3ynbTaTbl OLEHKM PHUCKA MO KaXJAOW YIpo3€ METOJIOM HEYETKOU
JIOTUKHU

Yrposa BennuuHa pucka
Yo 0,483
Y1 0,411
Yx 0,403
Yk 0,513
Yx 0,185

B o6miem, HU 10 OJHON M3 yrpo3 PUCK YTEUKH HMH(POPMAIMKU HE MPEBBIIIACT
CpPEIHEr0 3HAYEHMs, YTO B IEJIOM ONaronpustHo s mnpeanpustus. OJHaKo,
HanOonbryro yrposy it OAO OOMK mnpeacraBisitoT koHKypeHThl (0,513) wu
nepconaln (0,483). [loaTomy npeanpuaTio He0OX0UMO:

- OoJiee THIATENIBHO OTOUPATH TIEPCOHAT

- Y)KECTOUYUTH MOJIUTUKY HHPOPMAITMOHHOM 0€301MacCHOCTH

- THIATEIBHO CIAEAUTH 32 JACSITEIHHOCTHIO CBOMX KOHKYPEHTOB.
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B cyyacHux ymMoBax OHI€IO 3 aKTyaJIbHUX 33/1a4 € OLiHKa e()eKTUBHOCTI 3aXOiB MO 3axHUcTy iHpopmamii y
iHpOpMaIIHHAX KOMIT'IOTepHHUX cucTeMax. JlaHa pobOora mpHCBs4YeHa OJHIET 3 HAWOULIBII MOMYJSIPHUX Ta
yHiBEepCaJIbHUX METOAMK — Cramm.

Kurouosi ciioBa: indopmauiiini pu3nku, METoAMKa Cram.

One of the most urgent tasks in the current circumstances, is to evaluate the effectiveness of measures
for the protection of information in computer information systems. This work is devoted to one of the most
popular and versatile methods — cramm.

Keywords: information risk, methodology cramm.
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