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HUCCJEJOBAHUE OCOBEHHOCTEN OPrAHM3AIIMM CHCTEM
EANHOI'O BXOJA. HYACTD 1: MOAEJIb INTPEJICTABJIEHUA JAHHBIX
N NAEHTUPUKALIUN B CEPBUCHBIX ITOJICETAX

C pocToM KONMYECTBA CEPBHUCOB B IIIO0ATBHOH CETH BO3HHKAET HEOOXOOMMOCTh HMX arperauyu.
[Toka3aHO, YTO CYIIECTBYeT HECKOJIbKO IMOAXOAOB «OECIIOBHOTO» OOBEOMHEHUS CEPBHCOB B
MOJIb30BATEIBCKOM cerMeHTe ceTH. OTMEUYEHO, YTO OCTAETCSI OTKPBITHIM BOIIPOC OPraHU3AMH €IHHOTO
IocTyTa K ceTeBbiM cepBrucamM. OOOCHOBBIBAETCSI HEOOXOIUMOCTb BBEIEHHUSI CUCTEM UIEHTU(DUKALINH U
obecrnieueHnst JOCTyIa C €AMHBIM BXOZO0M. PaccMOTpeHa MoJieNb IPEACTaBICHUS TaHHBIX, YTO COUYETAeT
(buKCcaIHIO CBEIEHHI O MOJIB30BATENSIX, UX YCTPOMCTBAX U ACHCTBUSIX B III00ABHON CETH.

KuroueBble cj10Ba: CHCTEMbI €IUHOTO BXO/a, opraHuzamus aocryma, Single Sign-On, iGenotype,
e-passport, uaeHTHPUKALUS
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BBenenue. [00anbHas BBHIYMCIMTENBHAS Cpela CTAHOBUTCS Bce  OoJiee
pa3HOOOpa3HON MO KOJIMYECTBY MPEAOCTABISIEMBbIX CEPBUCOB. B pesynbrare BO3HUKAET
HEOOXOMMOCTh WX HWHTETPAlMA B pPaMKax €IWHOW TOJ30BATEIBCKOW TLIAT(OPMBI,
TOJIPA3yMEBAOIICH TOIACPKKY €IWHOTO BXOaa. B pamkax 3Tod MpoOeMbl HYKHO
paccMaTpuBaTh apPXUTEKTYPHBIE OCOOCHHOCTH WHTETPAIMOHHBIX CHCTEM, T.K. CYIIECTBYET
psA OrpaHUYCHUA W TpeOOBaHWM O€30MaCHOCTH, KOTOPbIE JOJDKHBI ObITh YUTEHBI MPHU
pa3paboTKe CEPBHCOB WACHTHU(HKAIMKA. Takke WHTCHCHBHO Pa3BHBACTCSA CETEBAA
uH(PACTPYKTYpa, YTO MOAPA3yMEBACT H3MEHEHUE M APXUTEKTYPHBIX TIPUHITATIOB.

Ilean padoTel. Lieasio paboThl gBiIseTCS 000CHOBAHUE CUCTEM HMICHTH(UKAIIUNA U
obecrieueHns goctyma C eamHbIM  BxoaoM (aHri.: Single Sign-On  [SSO]),
aJanTUPOBAHHBIX K TEKYIIUM OCOOCHHOCTSAM CEPBHUCHBIX CHCTEM. TaKue CHCTEMBI
MPEIIOKCHBI  IEJIBIM  PSAAOM TPOU3BOAMTENIEH H TOTOBATCA K TOBCEMECTHOMY
UCIIOJIb30BAHUIO.

PesyabTaThl HCCJET0BAHHS: MOAEH HACHTH(PUKAIMN W TNPeACTABJIECHHS
nepcoHaIbHOI HHpopMAIHU B MYJIbTHCEPBHCHBIX CHCTEMAaX. TEXHOJIOTHS €TAHOTO
Bxoga SSO — oaHa M3 TEXHOJOTHM, OTHOCSIIUMXCSA K IIUPOKOMY KJIAcCy CHUCTEM
yTpaBJIcHAs UACHTH(UKAMCH W TOCTYTIOM TTOJIb30BaTeeH (anri.: [dentity management
and access [IAM]). OcunoBHoe otimune TexHOJOTHH SSO COCTOHUT B COBMEIICHHH
nponeccoB uacHTndukanun (ID) u ayrertrdukanmm (AuthN) ¢ equHOM TOUKOM OTKa3a
[1]. DTy TexHOMOTHIO HA CETOMHAIIHUN JACHb PeATH3yeT P npou3BoauTencii VMware,
Google, Pay Pal. Umm ormeuaeTcs psim mpoOJEMHBIX BOMPOCOB W YSI3BHMOCTEH
apPXWUTEKTYPHOTO YPOBHS, KOTOPBIE HENMPEMEHHO OyayT OKa3biBaTh 3HAYMTEIIHBHOC
BJIMSTHUAC HA TPOTIECC PA3BUTHS CHCTEM IPH TEKYIIUX MPU3HAKAX MA(PPOBOI BCEICHHON
(anrn.: Digital Universe) — Ipu pOCTe KOJMYECTBA MOIH30BATENICH, YCTPONCTB, TaHHBIX,
a TaKXKe TPH PaCITUPCHUH CEPBUCHBIX BO3MOYKHOCTEH CETH.

[Ipennaraemas 34ech K aHaJIM3y TEMa paccMaTpuBajach B paMKax 3aJaud
OpraHu3allui €AUHOTO BXOJa B cepBUCHOM mojaceTH [2]. Kak momuepkuBaercs B [2-5],
JUIL COBPEMEHHOHN ceTeBOH HMH(PACTPYKTYPhl CBOMCTBEHHO OOJIBIIOE KOJIHYECTBO
MOJTE30BATENICH, YCTPOHCTB W  JaHHBIX. CTPEMUTENBHO  PacTeT  KOJIWYECTBO
HU3KOTPOU3BOIUTENBHBIX ycTpoicTB Tuma Internet of Things (IoT) wnmm «uHTEpHET-
seiei». [lo Bepcum IDC, konuuecTBO yHUKaNbHBIX mnoAkmoueHuit B 2020 roay
pocturaer 212 wmupa. [6]. HapammBanwme KonmmuecTBa MOAKIIOYEHHN OyAeT
NIPOUCXOJUTh B YETHIPEX CEPBUCHBIX CETMEHTAX: MOOWIbHBIX MEXHON02UL, Meoud,
«00nauHbIX» cepsucog M cpeocms Oezonacnocmu. Takke B CBOEM OTUETE KOMITAHHS
Akamai, moguepkmBaeT HEOOXOMUMOCTh pazpaboTku hyper-connected mmardopwm,
OPHUEHTHPOBAHHBIX HA 0OCTYXKMBaHUE OOJTBIIOTO KOJMYECTBA YHUKAIBHBIX TTOKITIOUCHHH,
KOTOpOe OyIET XapakTEePHO IS CEPBUCHBIX TUIAT(OPM B CPEeTHECPOUHOM TieperniekTuse [1].

OTHOCUTENILHO CErMEHTALIUM TTOJIh30BATENEH, SKCIEPThl OTMEYAIOT MOCIEAYIOILYIO
CETMCHTAIMIO CEPBHCHBIX CETEH, YTO ToJApasyMeBacT (HOPMHUPOBAHHUE PA3THUUAN B
BOCIIPHUATHH TOTPEOUTENCH MEXIy TOCYJapCTBEHHBIMH, «OOJIAYHBIMHY» W YACTHBIMHU
sHeapeHusmu [7]. T. o., ucciaenoBanme mporecca pa3BUTHA HAINPABJICHUS CEPBUCHBIX
MOJICETEN, arperupyrolmX OMPEACIICHHOE KOJIMUYECTBO CEPBUCOB, pPadOTAOIIUX C
OOJBIIAM KOJIMYSCTBOM TIOJIb30BATENICH IMOCPEACTBOM YCTPOHCTB W TE€HEPHUPYIOIIAX
JAHHBIC, SABIIACTCS aKTyaTbHBIM U BOCTPEOOBAHHBIM.

ApXUTEKTYypHBIE OCOOCHHOCTH MYJIbTUCEPBHUCHOH MIAT(GOPMBI, O KOTOPO# BemeTCs
peub, OTMEYEHBI Ha puc. 1.
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— ynpaenenusi uoeHmugpuxayueti u ydemuviMu 3anucsimu (aHTIL:  Identity
Management [IdM]), cocTosimero U3 ynpaBJICHAS XKU3HCHHBIM ITUKIOM HWACHTHYHOCTEH
W QJIMUHUCTPUPOBAHUS YUCTHBIX 3AITUCEH;

— ynpaenenus oocmynom (aHri.. Access Management [AM]), cocrosmiero w3
ayreaTudukannn [AuthN] n aBropuzanmm [AuthZ];

— KOHMPOJLIUH2A, YNPABIEHUs PUCKAMU U coomeemcmeusi mpebosanusm (aHriL.:
Governance, Risk and Compliance [GRC]), cocrosmero u3z cbopa mHbOpMauu AJs
aynurta, otuera o nedctBusax (Actionable reports), oneHkn u koHTposs puckoB (Risk
Management), COOTBETCTBHSA TOCYJAPCTBEHHBIM ¥ KOPIIOPATHBHBIM CTaHIApTaM
(Compliance).

CymecTByer Tenblid Pl TEXHOJOTHH, KOTOPbIE MOTYT OBITh HCITOJIb30BAaHBI KaK
cocrapysironie cucteM [AM. Tak, 3T0: cUCTEMBI KOHTPOJISI MOCTyma (aHri.. Access
Control); mudpossie yaocroBepenus (anri.: Digital Identities), MeHeIKEPH TApPOJIEH
(aarn.. Password Managers), arperupylomme TapoJidi  Pa3HbIX CHCTEM U
obecrieunBaromye «OBICTPBIN» TOCTYI ¢ UACHTH(UIIMPOBAHHBIX YCTPONCTB, CHCTEMBI
emmHOrOo BXoda (aHri: Single Sign-on), Mapkepsl 0Oe30macHOCTH (aHT.: Security
Tokens), cucrema rinodansuo# naeaTudukammu OpenlD.

Nnentudukamus B TEOPETHYECKMX W TPAKTHUCCKAX MOJCIAX CTPOUTCS Ha
MOJTyYCHUHM HEKOTOPOH Mozaenu ¢ HabopoMm uaeHTHuunupyrommx arpudytos [10]. K
UCATBHBIM MOJCIIAM OTHOCST MOJENbh «UUCTOW UACHTUIHOCTWY (aHTI.: Pure Identity).
Ha mpaktuke 0OBIYHO paccMaTpUBAIOT TOJHKO HEKOTOPHIC ACTICKTHI MJACHTHUYHOCTH B
paMKax MOCTPOCHHOM arperupyrome CEMAHTHYECKOWM MOJECIM — TAKOW MNOJAXO0H HE
MOJIPa3yMEBAET COBMAACHNAE TTOTHOTO Habopa mapaMeTpoB.

CemanTHueckas MOJCITb, B CBOIO OYepPE/Ib, COCTOWT W3 BHEIIHWX W BHYTPEHHUX
maTTepHOB. MoJaenb «YUCTOM HMIOSHTUYHOCTH» CBsA3aHA TOJIBKO BHYTPEHHUMH
naTTepHAMHM, T. €. HE 3aBUCHUT OT paldOThl TNPHIOKEHUS B KOTOPOM TPOXOJHT
unaeHTHUKaysa u apyrux (akrtopos. Ha mpakTrke MpUMEHSIOTCS HECKOJIBKO MOACTEH
OTpE/ICNICHUsT MACHTUYHOCTH, oOecreunBas pa3dpoc mapameTpoB. B pesynbrare
CHUKACTCS TIOTPENTHOCTh PACIO3HABAHUSA TIPH BBITIOJIHCHUH YCJIOBUH yIIPOICHUS
JOCTYyTIA.

B pamkax rimo6anmbHBIX TIaTgopM, 0 KOTOPBIX HIAET peub [3-5], paccmaTpuBaeTcs
cetenoii ceppuc OpenlD, obecrieunBarommii €MMHYIO HASHTH(DHUKAITUIO TTOTH30BaTEIICH B
CONMAITBHBIX CPeJax. B KAueCTBE OCHOBHOTO arpuOyTa WACHTH(UKAIMHA BHICTYIIACT
aapec OJEKTPOHHOM TMmouThl — e-mail. DToT aapec SBIAETCS  OCHOBHBIM
UACHTH(UKATOPOM B COITHAIBHBIX CETIX: MACHTHU(HUKAIMSA HE TOAPA3yMEBACT TMOJIHON
NEPCOHATFHON HWACHTUYHOCTA JUYHOCTH. J[s KPUTHYECKH BAXXHBIX TPHIIOKESHUN
UMEIOTCS CIEIUaIN3UPOBaHHbIe 0a3bl, BKIIOUas 0a3y TEPCOHAbHON WH(pOpMAIn
(aarn.. Personal identifying information [PII]), co3mamnyio B CIIIA Ha ocHOBe
opUITHANBHBIX JTAHHBIX W WCTOJIB3YEMYI0 CHCTEMaMH HACHTHU(UKAIIMN C BBICOKAM
YpPOBHEM JoBepus. B Apyrux crpaHax CymecTBYIOT EnuHBIe peecTpsl WIH ApPyTHE
MOAO0OHBIE CTPYKTYPHI, KOTOpPHIE MOAPA3yMEBAET BCIO COBOKYMHOCTH HAITMOHAJBHBIX
JAHHBIX C IIEJBI0 HWCIIOJNIb30BAHUA B DIICKTPOHHBIX TPWIOKEHHUSAX, TMPEXKAEC BCETO,
CBSI3aHHBIX C CEPBUCAMU TOCYCIIYT.

OueBuaHo, 4YTO Jro0as CeEpBUCHAS TOJACETh IMOAPA3yMEBAET PETHUCTPAIHIO
noJib3oBareneit. OOBIYHO OCHOBHBIM HICHTH(PHKATOPOM SABIIIETCS €-mail mosib30BaTens,
HO O9TO HE WCKIIOYACT TPUMEHEHHUE JIOMOJHHUTEIBHBIX METOJOB  «CKPBITOM
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UACHTH(UKAIMIY, YIIPOIIAIOIICH mporiecc pacmo3HaBanus. COBpeMEHHas AJICKTPOHHAS
CHUCTEMA JIOJDKHA O00ECHEYNTh OJHOBPEMEHHO MHTYWTHBHYIO TIPOCTOTY PETHUCTPAIUU U
IpearoiaraTh MUHUMAIbHBIH 00BEM BBOJUMBIX JAHHBIX TPH yCIOBHH MaKCHMAaJIbHO
MOJTHOH WACHTH(UKAIMKA TIOJIb30BATEIC — TaK HA3bIBAEMBI WHTEIUICKTYATbHBIN
JOCTYT K cepBucaM. [Ipu onmmcanun Tako MoAeny MACHTH(UKAIMHA TPEAOIaracTcs,
YTO MMEHHO BHEITHUH MAaTTepH HACHTH(HKAIMKA OyJAeT UMETh OONBIIOE 3HAUCHHE B
OTIPENICTICHUH HICHTUIHOCTH ToJib3oBatels. [loaxon Hanboee MPUMEHHM TSI CHCTEM,
TJIe TIOJTh30BATEh AODKEH caM 3a00THTHCS O O€30MAaCHOCTH MEPCOHAJBHBIX JAaHHBIX, a
CHUCTEMa BBITIONHAET TOJIBKO HAA30PHYIO POJIb. B KPUTHYECKH BaXHBIX CHCTEMax
(dbyHKIHEsT O€30MAaCHOCTH B TOJHOW MEpPE OTCICKHBACTCA CHUCTEMOM: TPUMEHSIFOTCS,
HanpuMep, MU(PPOBHIE YIOCTOBEPCHUS W OMOMETPHUECKHE AAaHHBIC, TTOATOMY BHEIITHUE
MaTTEPHBI UACHTU(UKAIIMN HMEIOT BTOPOCTEIICHHOE 3HAUCHUE.

[Tonstne mnepcoHanpHOM wHGoOpMaruu onpenenser craamapt NIST Special
Publication 800-122 — moapasymeBaercs <«mobas wHpOpPMANHS, KOTOpPas MOMOTAeT
OTJIMYUTH WJIM TIPOCJICANTH JIMYHOCTh YEJIOBEKA — TaKas KakK. WMs, HOMEpa KPEIUTHBIX
KapT, UACHTU(UKAITMOHHBIC HOMEpa WJIM HOMEpPA COIHMAIBHOTO CTPAaxOBaHWS, JaTa W
MECTO POXACHUS, (haMUTAA MaTepr, OMOMETPUUYECKHE JAHHBIC, a TAK)KE COTMPSDKEHHAS
uH(pOpMaIKI MEIUITMHCKOTO, 00Pa3oBaTeIbHOTO, (PMHAHCOBOTO M KBATU(PHKAIIMOHHOTO
xapaktepa» [11]. B Poccun m YkpaumHe HCMOJBb30BaHHE TEPCOHAJIBHBIX JAHHBIX, B
COOTBETCTBHH C 3aKOHAMHU O TEPCOHATBHBIX AaHHBIX (B YkpawHe — 3akoH «O 3amure
nepcoHabHBIX JaHHBIX» OT 01.06.2010, Ne2297-VI, B Poccum — 3akon PO «O
NEPCOHATBHBIX  JaHHBIX» 0T 26.06.2006, Nel52-®3) mnpeamonaraetr BeaeHUE
COOTBETCTBYIOIIETO PEECTPa TOIB30BATENICH, UTO CO3MACT OMPECICHHBIC CIIOXHOCTH
JUTSL KQOKIOW OTIACNBHOW (PUPME W CO3JaeT MPEIEACHT CO3MaHUs TOCYAapCTBEHHOTO
CepBHCa €AMHOTO peecTpa HACHTH(PHUKAINNA CO CKPBITHEM JTAHHBIX O TIOJTh30BATEIIAX.

B koHTekcTe HWACHTH(UKANMK B CEPBHCHBIX TMOACETIX W PA3BUTHH CHCTEM
ro0albHOM  MACHTU(HKAIMA ~ HEOOXOAUMO  YMOMSHYTH O  JBYX  IOHATHAX,
OTIMCHIBAIOIINX HOBBIC THITBI CETEBBIX JAHHBIX. Peub WMaeT o yugposom cineoe (aHril.:
Digital Footprint) m o yugpoeoii menu (anri.. Digital Shadow). Otn naHHBIE
BO3HHMKAIOT B PpE3yJIbTaTe AaKTHBHBIX W T[MACCHBHBIX JICHCTBHI IOJBH30BATEIS B
3nekTpoHHbIX cepBucax [12]. TlosTtoMy OHM MOrYT OBITh BKJIIOUECHBI B MHOXECTBO
«CBSI3HBIX)» TIEPCOHAJILHBIX AHHBIX HEO(DHUIMATEHOTO XapakTepa — BHEITHUE TATTEPHBI
unaeHTHuKanun. DaKTHYECKH BCE JAaHHBIE O TMOJIB30BATEISAX B CETH MOTYT OBITh
KOHCOJIMTUPOBAHBI, TIPEACTABIICHBI B BHIE METAJaHHBIX M, BIIOCIICICTBUM,
WCTIOJT30BAaHBl B KA4eCTBE aTpuOYTOB WACHTH(UKAIMA W BHEIIHUX IATTEPHOB
NIEPCOHATILHOM MACHTH(UKAIAA B TJI00ATBHBIX CHCTEMAX.

Tako#i momxom — BBEACHHWE METAJaHHBIX TOJB30BATEIAX — MOTPeOyeT 0coOoTo
dopmara oOpraHmM3alid JAHHBIX, IO CBOCH JIOTMKE OTIWYHBIX OT KJIACCHYECKOTO
npeacTaBieHus gaHHbix B SQL, BO3MoOkHOCTEH mpoueaypHoro pacmupenuss PLPG
SQL, a Takke METOAOB XpaHCHHUS B PEIAINHOHHBIX XpaHWwIMmax. B memom, Ha
OCHOBAHWH BHEITHUX W BHYTPEHHUX MATTCPHOB UACHTHU(UKAIIMH MOKET OBITh CO3/1aHa
MOJCIb yugposoco nacnopma denoseka (anrn.. Digital Passport v E-Passport),
BKJTIOUArOIass B ce0s menmbiii Habop oOpasmoB mid WACHTH(HWKANAA W BHUJIOB
cnabOCBA3HBIX JAHHBIX BHEIIHWX TATTEPHOB, KOTOPHIE MOTYT OBITh OTHECEHHBI K
OIPEICIIEHHON TIEPCOHAJIAM.
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WUnes sBenenuss E-Passport He HoBa. AnmapaTHas peanu3aius 3JIEKTPOHHBIX
MacmopToB aKTUBHO TipuMeHseTcs B BemukoOputanum u EC. OHM BBIAAIOTCS B
BenmukoOpuranun ¢ 2006 roma m mpeacTaBisIFOT co0oif mH(pOpMAIHMIO O NEPCOHE H
MaIMHOCUUTHIBaEMyt0 OmomeTpuueckyro ¢ororpadmio [13]. B HekoTophIx cTpanax
NPUMEHSIOTCS  aBTOMATU3WPOBAHHBIE TMOJIOCHl MACMOPTHOTO KOHTPOJIA, KOTOphIE
(DUKCUpPYIOT TEPEeNBWIKCHHMS  BIAACNBICB  OAJICKTPOHHBIX macmoptroB EC: 310
KJITACCHYCCKUHA TPUMEP CO3AaHMS «IMH(PPOBOH TEHW» YEJIOBEKAa MPH KOHCOJWIAIAN
JTAHHBIX.

HUcnons3yemass B BenukoOputanuu texnonorus HM Passport omimuaercss ot
TEXHOJIOTHUECKOW peanu3anuy, TPeOyIomelcs Nnpyu MPOBEACHUH HACHTH(UKAINHA B
TJTO0QTBHBIX CETEBBIX IIATGOpPMax W CEPBHCHBIX TMOACETIX C BBICOKHM YPOBHEM
noBepus. Hanuuue Takoro umma oOOECMEUMBAET YCTAHOBJICHUE YCJIOBHO-TOJHOU
UJEHTUYHOCTH, HO UCKIIIOYAET CBA3bIBAHME CETEBbIX TNEPCOHAIBHBIX, KOCBEHHBIX
JAHHBIX W YCTPOUCTB MoJib30Baresid. HoBble MOAXO0/IbI, MOAPA3yMEBAIOIINE CBA3bIBAHUE
JAHHBIX, TIOJIb30BATEIEH U YCTPOUCTB, TPEOYIOTCS B TJI00AIbHOMN CETH, B TOM UUCIIE, JUIS
pemieHnst TpoOieMbl  OONMBIMMX AaHHBIX (aHTIL: Big Data) w nmna  peanusayuu
ocHogononaearowell  (yHkyuu TOCYIApCTBA — OXPAHA — NPABONOPSOKd, TaKKe
MPEANOJIAraroIly0 MPAaBOOXPAHUTEIBHYIO ACATEIBHOCTh B COLMAIbHO-OOIIECTBEHHBIX
cpeax, K KOTOpbIM oTHocuTcsi MHTepHeT. CBS3bIBAaHWE TMO3BOJIAET OJIHOBPEMEHHO
YMEHBIITUTH TOJIE3HYI0 eMKOCTh IU(POBOH BeeneHHoM (auri.: Digital Universe) [13]
OTCIIC)KUBATDH JCHCTBHUS MOJIb30BATENEH B CETH C LIEJIBIO MPABOBOTO KOHTPOJIS.

[To cytu, paccmarpuBas CBA3HbIE JIaHHBIE O TOJIb30BATEIE, HMEIOIIUE
NEPCOHABHBIN XapaKTeP, B paMKaX HEKOTOPOr0 MAaCCMBa METAJaHHbIX, Ha3bIBaeMoro E-
[TacmopToM, TOBOPHUTCA O MPOLECCE BUPTYAJIM3AMK TOJIb30BATENICH, KOTOPBIM MOXKET
OBITh PACCMOTPEH HE TOJBKO B paMKaxX HiaeHTH(HKaruu. B maHHOM cilydae JOKHBI
ObITh 3aTPOHYTHl HOBBIE TEXHOJOTHYECKHE pelieHus. Peub WAET O JOMOJIHEHHOW,
CMCIIAHHOW W BUPTYyaJibHOW peaibHOCTH. (OYEeBHAHO, UYTO MAaCCHUB JAHHBIX O
MOJIb30BATENIC MOXKET OBITh CTPYKTYPHO PACIIUPEH, UMETH MyOJIMUYHYIO U HEMYOJIMUHYIO
30HY JIAaHHBIX. DTH JJAHHBIC MOTYT MOJJIAaBAThCsA KOPPEKIIUUA TIPU YCIIOBUU COOTBETCTBUS
YPOBHSI MAHJAATHOTO JOCTYIA K PEIAKTUPYEMOMY MAaCCHUBY.

B pamkax pemenms mpemyiaracTcs  HMCIONB30BaTh  Momenb  1Genotype,
CBSI3bIBAOIIYIO YCTPOMCTBA M JJAHHBIE C BJIAJCTbLIEM. DTOT MOAXO/, MPEANOJIararIimi
CBSI3bIBAHME JAHHBIX, YCTPOWCTB U TIOJIb30BATENICH, MOKET OBbITh COIJIACOBaH C
MOJIEJISIMA JTIOCTaBKU CepBHUCOB (aHri.: Delivery Models), ynoMuHAeMbIX KOMIAHUEH
Cisco, TO3BOJISAIOMUAMA YHU(DHUITAPOBATH TOJB30BATEIILCKUE 3aNPOCHl M 00padaThiBaTh
ux B coctaBe SLA-3anpocos (anri.: Service Level Agreement [SLA]): «monbp30BaTeb-

nonbs3oBatenby — People-to-People (P2P), «mammnua-mammnaa» — Machine-to-
Machine (M2M), «monb3oBarens-mammmnaay — People-to-Machine (P2M) (puc. 2).

YHaudukamums 3anpocoB, CHIKAET CIIOKHOCTD JTIOOOH CEPBUCHOMN CUCTEMBI, a TAKKE
MO3BOJIAET OMUCATh MPOIECC MPEIOCTABICHUS CEPBUCOB B paMKaX COBPEMEHHOTO
MOJX0/la JOCTaBKU cepBucoB mo SLA-3anmpocam. C 1enbi0 JaJdbHEHINET0 aHAJIN3a,
MPEJCTABUM 3TO B BUJIE MATEMAaTUUECKUX OMUCAHUHN TaK, KAaK 3TO MPEACTABICHO HUXKE.

3amaua uaeHTU(UKAIUKE W ynpaBieHus AocTynoM [AM B CepBHCHOW IMOICETH
OMHUCHIBACTC IeleBoM (yHKImen A7(). OOIacTh ONMPEACICHUS CHUCTEMBI 3aJ1aeTCs

BXOJHBIMHU (HaOOpOM aTpruOyTOB HASHTH(DHUKAIINN U JOCTYTIA) ¥ BBIXOHBIMU JaHHBIMHA
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1Genotype CBSI3pIBAHMS JAaHHBIX B CETH, TaK KaKk B OTOM CjIydae CHIDKACTCA
nH(pOpMAITMOHHAs E€MKOCTh 3a CUeT COKpamieHWs o0beMa HECTPYKTYPHUPOBAHHOM
nHpopmaruu. [Ipeuioxken MeTon ABYXATAaMHONW HMACHTH(DHWKAIMA HA OCHOBE JHIO- H
3K30MaTTEPHA B MyOJIMUYHYIO U JOBEPEHHYIO 30HbI CEPBUCHBIX MojceTei. Takoi moaxon
MOXET ObITh MPUMEHEH B PSAEC CEPBHUCOB 3JICKTPOHHBIX TOCYCHAYT Uil O0OeCreueHUs
BBICOKOTO YpOBHSI O€30MAacHOCTH, U B PA3BJICKATEIbHBIX CEPBUCHBIX MOJCETIX — JUIS
MOHETHU3ALUA  OTACJIbHBIX  PA3BJICKATEbHBIX CErMEHTOB. lIpemioxkeHa MoJemb
CBSA3BIBAHUS JAHHBIX, KOTOpPas TPEAIOJIaracT PacHIMpeHre psna yHUDUIHPOBAHHBIX
SLA-3ampocoB B KOHTEKCTE pa3BUBAEMBIX MOJENei moctaBku cepsucos (People-to-
People [P2P], Machine-to-Machine [M2M], People-to-Machine [P2M]).

Cmucok gureparypsni: 1. The Hyperconnected World: A New Era of Opportunity, White Paper,
Akamai [Dnextponnbiii pecypc] // Ilopranm : akamai.com. — Pexum npocryma ‘www/ URL:
http://www.akamai. com/dl/akamai/hyperconnected world.pdf. — 3armaBme ¢ koHTeitHepa, mocTym
cBobomubiii, 13.12.2013. 2. Global Internet Traffic Projected to Quadruple by 2015, Press Release,
Cisco, 2011 [Dnektponnsiii pecypc] // Ilopran : cisco.com. — Pexum nocryma \www/ URL:
http://newsroom. cisco.com/press-release-content?type=webcontent&articleld=324003. — 3arnasue ¢
3KpaHa, nocTyn cBoOomHbI, 26.09.2013. 3. 3enenyosa, K. FO. KonpepreHus rio0aibHON CETH Kak
HOBBIN 3Tan pa3BUTHs. 0030p MH(PACTPYKTYPHBIX pPEIIEHHI M TEXHOJOTHH C LENbI0 HAXOXKIEHHS
peleHnid Al TOBBIIEHHsT Oe30MacHOCTH 00padOTKM AaHHBIX MPH 00JauHbIX BeIYHCIeHUIX [Tekcr] /
K. FO. 3enenyosa, H. @. Kazaxoea // Tnpopmaniiina 6e3nexka. — 2013. — Ne 4 (12). — C. 23-40. 4.
3enenyoea, K. TappacTpyKTypHi pilIEHHS Ta TEXHOJIOTII MiABUINEHHS Oe3nmeku oOpoOKH HaHMX TpU
xMapaux obumcnenusx [Tekcr] / K. 3erenyosa, H. Kasaxosa // 3axuct indopmarmii i Oe3meka
iHpopMmaiitaux cucteM : 111 miskHap. Hayk.-TexH. KOH(Q., 5-6 yepBHs 2014 p. : maTep. koH}. — JIbBIB,
HY «JIeBiBcbka momitexnika. — C. 58-59. 5. Kaszaxoea, H. @. JlocnmiakeHHS Ta 3aCTOCYBaHHS B
cucTeMax 3axucTy 1HpopmaLii KOpeIsimiHHOTro KpuTepito nmomioHocTi rpadiunux crpykryp [Tekcr] / H.
@. Kazakosa., O. O. Opaze-Dpazenko // Cucremu 00podbku iHpopmaryi. — 2014. — T. 2, Ne 2(118).
— C. 246. 6. Internet of things: $8.9 trillion market in 2020, 212 billion connected things, ZDNet,
October 3, 2013 [Dnextponnsiii pecypc] // Ilopran : zdnet.com. — Pexxum moctyma \www/ URL:
http://www.zdnet.com/internet-of-things-8-9-trillion-market-in-2020-212-billion-connected-things-

7000021516/. — 3arnasue ¢ skpana, noctyn csobonnsiid, 12.12.2013. 7. Florentine, Sh. Forecast for
Cloud Computing, CIO, December 2013 [Dnexrponnsiii pecypc]| / Sh. Florentine, Th. Olavsrud //
IMopran : cio.com. —  Pexum  pmoctyma  \www/  URL: http://www.cio.com/
article/745155/2014 Forecast for Cloud Computing. — 3armaBue ¢ 3KpaHa, AOCTYN CBOOOIHBIN,
18.03.2014. 8. Identity management solution that automates and streamlines access governance
[Onextponnbiit  pecypc] //  Ilopran : Delll. — Pexmm goctyma \www/  URL:
http://software.dell.com/products/identity-manager/. — 3arnaBue ¢ 3KpaHa, IOCTYI CBOOOHBIM,
30.12.2013. 9. Shapiro, VI. Pemenue Dell One Identity — oT MeHemKMEHTa HOEHTHYHOCTEH IO
yrpasiieHus: u KoHTpoJsi goctyma, Dell Security Software — [AM [Dnekrponnsiii pecype] / VI Shapiro
// Ilopran : eiseverywhere.com. - Pesxxnm IOCTyTa \www/ URL:
https://www.eiseverywhere.com/file uploads/ba9e74372c8f2370ab447b10810122a6 DellOneldentityS
olution-Russian 1 v3.pdf. — 3armaBue ¢ skpana, moctyn ceobomnsiii, 18.02.2014. 10. Kazaxosa, H.
@. MixxHapOoaHa perjaMeHTallisi IPaBOBOIO PETYJIIOBAHHS Ta CTaHAapTH3auli ayauTy 1H(popmaLiiHOl
oesnexu [Tekcr] / H. @. Kazakosa, E. A. IInewxo, K. b. Atieazoea // Bicauk CXigHOYKpaiHCBKOTO
HAI[lOHAJILHOTO YHIBepcuTeTy iMeHi Bomogumupa ans. — 2013. — T. 1, Ne 15(204). — C. 172-181.
11. McCallister, Er. Guide to Protecting the Confidentiality of Personally Identifiable Information
(PII), Recommendations of the National Institute of Standards and Technology, Special Publication
800-122, NIST, April 2010 [Dnextponnsiii pecypc]| / Er. McCallister, T. Grance, K. Scarfone //
Iloptan : csrc.nist.gov. — Pexum noctymna \www/ URL: http://csrc.nist.gov/publications/nistpubs/800-
122/sp800-122.pdf. — 3arnaBue ¢ xoHTeliHepa, noctyn cBobomusiii, 16.03.2014. 12. Jlyeosoii, A. B.
Opa wMmeragaHHblX. COCTOSIHME ¥ 3BOJNIOLMS  MHPOBOrO  MH(POPMAIMOHHO-BBIYHCIUTEIHHOTO
npoctpaHctBa [Tekcr]| / A. B. Jlyeosoii, K. FO. 3enenyoea, O. B. Jly2oeas // Bicank KpemeHuaypkoro

73 Bicnux HTY “XIII». 2014. Ne40(1083)






