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HOPTATUBHBIE CPEJCTBA KPUIITOT PAOUUYECKOM 3AIIATHI
KOHOUJEHIUAJIBHBIX JTAHHBIX

PaccMaTpuBarOTCs OCHOBHBbIC TPEOOBAHMs, BBIABHTAEMble K aIlllapaTHO-NPOrPAMMHBIM CPEICTBAM
3QIIUTHl  KOH()HICHIMAIbHBIX JAHHBIX, HPOBOAMTCS CPABHUTENIbHBI aHAIW3 OCHOBHBIX (YHKLHMIi
MOPTATUBHBIX AMapaTHBIX CPeACTB 3aiuThl nH(opManuu Kareropun USB ¢urem-nakonureny.

KitioueBble cioBa: KoH(HICHIHAIbHbIE TaHHbIE, IPOrPAMMHO-AIIAPATHBIC CPEICTBA 3ALUTHI,
USB ¢uieni-HaKOmuTeNu.

IocranoBka 3agaun. Vudopmanust Bcerna uMena CTOMMOCTb, @ CETOJIHS,
KOrJla OHa KOHCOJMIHMPOBAaHO XPAHUTCS M aBTOMAaTHUECKH oOpadaThIBaeTcs, ce
CTOMMOCThH CTPEMUTEJIBHO BO3pacTaeT. B HacTosiee BpeMs: MPaKTUUECKH KaKAbIi
4eJIoBeK, paboTas ¢ MH(POPMAIMOHHBIMU TEXHOJOTHIMH, UMEET MOTPEOHOCTH B
3amuTe KOH(HAEHIMANbHOH HMHGpOpMauu. OTO MOTyT OBITh Kak (pHHAHCOBBIC
OTYETHI, TAK U KOHCTPYKTOPCKHE JOKYMEHTHI, TUIAHBI PA3BUTHS NPEIIPHITHS WIN
CBEJICHHS O KOPIOPATUBHBIX KIMEHTaX, JOTMHBl M IApOdH K Pa3IMIHBIM
KOPIOpPaTHBHBIM WJIN on-line cepBrcaM, HE TOBOPS yXKe O KIIOYaX JICKTPOHHOU
mudpoBolf TOANHMCH, B TOM 4YHCIE, K CHCTeMaM «KJIHEHT-OaHk». Takas
uH(OpManus ysa3BHMa K Yrpo3aM pasrialleHust ¥ Hy)KIaeTCsl B HaJIS)KHOHN 3aIluTe
OT HECAaHKLMOHMPOBAHHOTO JOCTYIIA.

Lenvio cmamovu sIBISIETCSl aHAM3 BO3MOXKHOCTEW MPOTrpaMMHO-aIlnapaTHbIX
MOPTaTUBHBIX CPEACTB olecrneveHuss KOHQHUICHIHMAIbHOCTH HHGOPMALMH U
oIpe/ieJIeHUe OCHOBHBIX TPEOOBAHUIA, BBIIBUTAEMbIX K (PYHKIIMSM CPEACTB 3alUThI
KOH(QUICHINAIBHBIX JAHHBIX Ha IMpHUMepe NOPTAaTHBHBIX allllapaTHBIX CPENCTB
3ammThl HpopMamu kareropun USB ¢ueni-nakonureny.

AHAJIM3 HMCTOYHHKOB YIrpo3 KOH(MPHMAEHIHAIbHOCTH TMePCOHAIbHBIX
nanHbIx. HeoOxoxnmocts obecrieueHns 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX B
Halle BpeMsi — OOBEKTHBHAs peanbHOCTh. Kpaska mepcOHAIbHBIX JaHHBIX MOMKET
HaHECTH TPaBOOOIaaTENI0 OUIYTUMBII MaTepHaIbHBIN yIepo, ecin pedb HIeT O
KPEIUTHBIX KapTax WM HHPOPMAIHHU 0 COEpeKEHHAX B OaHKe. 3I0yMBIIICHHUKH,
o0Jiaiatolue JOCTATOYHBIMU TEXHHYECKMMH 3HAaHHSIMH, MOXHIIAIOT PEKBH3HUTHI
0aHKOBCKUX KapT WA UIMUTHPYIOT CalThl (PUHAHCOBBIX YUPEIKIACHHUH.

Ha camom pnene 3a4acTyio jaxe TPYIAHO YCTAaHOBHTh HCTOYHUK YTEUKH
nepcoHanbHbIX  maHHBIX  (IIJ) BemenctBme  BRICOKOH — MH(MOpMAaTH3aUN
COBPEMEHHOI'0 OOIIeCTBAa, OCHOBHBIE CPEICTBA NPOHUKHOBEHHS U Kpaxu
TIPeCTaBJICHHI Ha pucC. 1.
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Puc. 1 — OcHoBHBIE Cpe/ICTBA IPOHUKHOBEHHS M KPa)KU MIEPCOHANBHBIX JAHHBIX

Kpaxka mnepcoHanbHBIX JaHHBIX MOXET HaHECTH MpaBooOasaTeso
OLIYTHMBI MaTepUasIbHBIA ymiep0, eciu pedb HIAET O KPEAUTHBIX KapTax WIH
nHpopManMu O cOepexeHusXx B OaHKe. 3JIOYMBIINIJICHHUKH, O0JIaatoIue
JOCTaTOYHBIMU TEXHHUYCCKHMH 3HAHWSAMH, IMOXHUIIAIOT PEKBU3UTHI OaHKOBCKHX
KapT (CKHMHUHT) WIH HMHTHPYIOT CaWThl (DWHAHCOBBIX YYPESIKICHHH, YTOOBI
3aCTaBUTH IONB30BATENS MPEAOCTaBUTh CBOIO JIMYHYIO WHGPOpPMANUIO ((PHUIIUHT).
Ha npakrtuke, korna oOHapyKEHBI yKe TOCIEACTBHS YTEUKH HHYOpMAIH, ObIBacT
OYCHb TPYJHO YCTAaHOBHTh HCTOYHHK OTOH YTEUKH, BCIEJICTBHUE BBICOKOH
nHPOPMATH3AIUN COBPEMEHHOTO O0IIECTRA.

IMox yrpozamu 6e3onacHoctu I1J] mpu ux oOpaborke B mH(pOpManMOHHOM
cucreme [IJI (MCIIJI) noHmmaeTcs COBOKYIIHOCTb YCJIOBHA U (DaKTOpPOB,
CO3JAIONIMX OIACHOCTh HECAaHKIHMOHUPOBAHHOTO, B TOM YHCIE CIy4aiHOro,
JOCTyna K TIEepCOHAIbHBIM JaHHBIM, pE3YJbTaTOM KOTOPOTO MOXET CTaTh
YHUYTOXXEGHUE, W3MEHEHHE, OJIOKMpPOBaHME, KOIHMPOBAHUE, pPacHpOCTpaHEHHE
MEPCOHAIIBHBIX JAaHHBIX, @ TAKKEC WHBIX HECAHKIITMOHUPOBAHHBIX HeﬁCTBHﬁ npu ux
00paboTke B MHPOPMAIMOHHON CHCTEME IIEPCOHANBHBIX JaHHBIX. Kinaccudukarms
yrpo3 0e30MacHOCTH NePCOHAIBHBIX JaHHBIX MpecTaBieHa Ha puc. 2 [1, 2].
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Puc. 2 — Knaccnduxarms yrpo3 6e30I1acHOCTH IIePCOHATIBHBIX TaHHBIX
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B cB3u ¢ moBceMeCTHBIM pa3BUTHEeM lHTepHeTa Hambojee 4acTo aTaku
NPOU3BOAATCA C  HCIHOJNB30BAaHHEM  YSA3BHMOCTEHl  IIPOTOKOJOB  CETEBOTO
B3aMMOJICHCTBUS, OCHOBHBIE BHIBI aTaK MPEACTABIICHBI HA PHC. 3.

[TpoBeneHHbII aHAMU3 TOKa3all, YTO BO3POCIINE TEXHHUYECKHE BO3MOMKHOCTH
mo cbopy u 00pabOTKE TMEepCOHANbHON WHGpOPMAIMK, Ppa3BUTHE CPEICTB
9JIEKTPOHHON KOMMEPLHUH U COLMAIBHBIX CETEeH JIeJIal0T HEOOXOAUMBIM MPUHSATHE
Mep MO 3alllUTe NEePCOHAJBHBIX JTaHHBIX. Kpaxka NmepcoHaNbHBIX IaHHBIX MOJXKET
HaHECTH MPaBOOOJIAIATEII0 OLUYTHMBIA MaTepHalbHBIN yIIep0, eciiu pedb HIET O
KpeAWTHBIX KapTax, OaHKOBCKMX cyeTax WiIH HH(QOpMamuu O CcOepexeHHsIX B
GaHKax.
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Puc. 3 — OcHOBHbIE BUIBI aTaK C HCIOJIb30BaHUEM YS3BUMOCTEN IPOTOKOJIOB CETEBOTO
B3aMMOIEHUCTBHS

Kiaaccudpukxanusi  3J1eMEeHTOB  KOMIUIEKCHOH — CHCTeMbl  3aIUThI
KOHQUAEHIHATbHBIX JaHHBbIX. J[1s oOecriedeHus 3amuThl KOH(PUICHIMATBHBIX
(IepcoHaNBHBIX) AAHHBIX, BBLACISIOTCS TPH OCHOBHBIX THIIA MEp IO 00eCTIeUeHHIO
0€e301acHOCTH: OpraHU3alMOHHbIE, TEXHMYECKHE U MpaBoBble. VX kiaccudukanms
TIpeACTaBIIeHa Ha pHC. 4.

Mepu 0o Jaunrre XONGIICHITATIAIE JIMHLIN
L
1

I():-mnuzmnwm| I Tc.\ancc:m: I [¥-ﬂpunuuuc |
1 1

L |

| wam—" — |
I Ofitpee Hﬂum't-nm! H  Tiparpasisie \ Jawona AXTHI 1 ppeaTCIII

Ihuunpnmmwuuuuc H Anmapaniee \

Puc. 4 — OcHOBHBIE THITBI MEP TI0 3aIIUTE ITEPCOHATBHBIX JAHHBIX
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BakHOH coCTaBIAIOIIEN KOMIITIEKCHOH 3aIUTHI IEPCOHANIBHBIX JAHHBIX SBJIA-
I0TCS TEXHHYECKHE CPEACTBA. YCIIOBHO, X MOKHO PA3[EIUTh HAa TPH OCHOBHBIX
BU/a (110 croco0y peanu3anum): anmapaTHble, IPOrpaMMHbIE U IPOrPaMMHO-aIlma-
paruble. [Ipy 3TOM MCKIIIOUMTENBHO amnmapaTHBIE CPEACTBA 3aIUTHI CErOJHS
BCTPEYAIOTCSl OYEHb PENKO, T.K. JUI I'MOKOW MHTErpalnyyl anmnapaTHOro CpPeiCTBa
3amuThl (0OCOOEHHO MHOTroOIENeBoro) B coBpeMeHHyro MT-cuctemy Bc€ paBHO
HE00X0IMMO CIIeIHAIN3UPOBaHHOE IPOTPaMMHOE 00eCIIeYeHHE.

K anmapaTHBIM cpencTBaM OTHOCSAT KOMIUIEKCHI 3JIEKTPOHHBIX YCTPOMCTB,
KOTOpBIE O0ECHEYMBAIOT 3aIUTy KOH()HUICHIMANBHBIX NaHHBIX HA aNNapaTHOM
YPOBHE, T.€. peaJu3alusi 3aliuThl OCYIIECTBISIETCS PECypcaMH  CaMoro
nepuepuitHoro ycTpolcTBa, a He pabodyeld cTaHMA W €€ MPOrpPaMMHOTO
obecmeuenns1, BKirodas omneparmoHHyio cucremy (OC). IlporpamMMHBIE CpencTBa
3aUTBl — 3TO COBOKYIHOCTH NPOTPAMMHBIX KOMIIOHEHTOB, KakK IIPaBHIIO,
peann3yomMx ~ KpUNTorpadUueckue  airopuTMbl M 00ECIICUMBAIOLINX
pasrpaHu4YeHue J0CTylla W [PENOTBpallleHUEe Yrpo3 HECAHKIMOHUPOBAHHOI'O
MCIIOJIb30BaHUsI U MOJH(pUKAIUU HHOPMAIIHH.

Ha IMpaKTUKEC, MpOorpaMMHbLIC CPEACTBA HE3aMCHUMBI IIpU TIOCTPOCHUU
3amMThl  0a3 TEpPCOHANBHBIX JaHHBIX M CcHUCTeM 00paboTku HuHDOopManuu
Ppas3JIMYHOTI0 Ha3HAYCHUSA, U CIIOKHOCTH. Bwmecte ¢ TEM, IIPOTrpaMMHBIC CPCACTBA, 110
CBOEH Mpupo/e, MoABEPKeHb! yrpo3am B3oma u HC/I.

AnmapaTHO-IpOrpaMMHBIE ~ CPEACTBA  KaK  TPaBWIO  00ECHEeYHBAIOT
KOMIUIEKCHYIO 3aIUTy MAaHHBIX, YTO CYHNIECTBEHHO CHIDKA€T BO3MOXKHOCTB
HECAaHKIIMOHUPOBAHHOTO JOCTyMa JI0 3alWIIEHHON 00JacTH JaHHBIX, OJHAKO, X
pa3paboTka u peanuzanys TpeOyeT DOMOIHUTENBHBIX 3KOHOMHYECKUX 3aTPaT, 4To
CYIIECTBEHHO YBEJIMYMBACT WX CTOMMOCTh IO CpPaBHEHHIO C IIPOrPaMMHBIMU
Cpe/ICTBaMH.

IIpumepamu peanu3anuu arnmnapaTHO-IPOrPaMMHBIX CPEICTB,
KpUnTorpaduueckoi 3amuThl  KOH(UACHIMAIBHONH UHOpMaLUK  SIBISIOTCS
Armorino (Ykpauna) u InfoWatch CryptoStorage (Poccus). CpaBHHUTENbHAS
xapakrepuctuka Armorino u InfoWatch Crypto-Storage npeacrasiicHa B Tabuie.

Pewenus mpezcraBieHbl B BuJe (IelI-HAKOIMTENEH C WHTErPUPOBAHHBIM
MPOTPaMMHBIM OOECIIEYeHNEM M NPEeJHAa3HAueHbI JJISI 3aIUIIEHHOTO XPaHCHUS U
00paboTKn KOH(UICHIMAIBHBIX JaHHBIX. JlaHHBIE ycTpoiicTBa — Hamboiee
YHHBEpCAlbHEI B OOECIICUCHWH 3aIlIMTHl NEPCOHATBHBIX JAHHBIX, B CIydasXx,
UCTIONb30BaHMA U pacnpocTpaneHus bI1J] Ha pa3HbIX KOMIbIOTEpaX.

Pazpaborannas cuctema rpynnoil komnanuii InfoWatch npennaznauena ams
3aIIUTEI KOH(UAEHIIMAITEHOM nHpopMaIu TIOJIb30BaTEIs oT
HCCAHKIIMOHUPOBAHHOI'O0 JOCTyHHa W MNPECAOTBPAIICHHUA YTCUKMW JaHHBIX IIpU
COXPaHEHHH OTEPAIIMOHHON CHCTeMOH citykeOHo [3].

Cucrema npenocTaBisieT BO3MOXKHOCTB: CO3/IaBaTh OT/IENbHbBIE 3allUIICHHbIC
manku B aitoBoit cucreme NTFS pans pasmenienus KoH(pHIEHITHATLHON
HHQOPMALMHK;, CO3/1aBaTh BHUPTYaJbHBIC 3aIlMIICHHBIC JUCKH (3aIIHIICHHBIC
KOHTEHHEPHI) ISl pa3MeIleHNs] KOHPHUICHINAIbHOW HH(OPMAIIMH; 3alIUTHTh BCIO
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uH(OpMaLIUIO HA JOTMYECKUX pa3jeiax JKECTKOTO IUCKa, BKIIOYas CUCTEMHbIC U
3arpy3ounsie, Ha Flash-nakonutensx, USB ycTpoiicTBax XpaHEHHS H MPOUYUX
ycrpoiicTBax kinacca MassStorage.

CpaBHuTenbHas xapakrepructuka Armorino u InfoWatch Crypto-Storage

. InfoWatch
XapaKkTepUCTUKU Armorino
CryptoStorage

1 2 3
Hecxkonbko pasnenos, ¢ pa3aIMYHbIM THIIOM AOCTYIIA. + -
AnmnapatHoe mu(poBaHUe JAHHBIX CTOMKUMHU + +
AITOPUTMAMHU.
YcToHYMBOCTE K OMIMOKaM B TIporiecce MH(pOBaHH + +
Iloanepkka HECKOJIBKUX YUETHBIX 3alMcei +
MOJIb30BaTeNei U BO3MOKHOCTh YIIPABICHUS] HUIMU
Hanuuue paznuuHbIx poiieil 1ocTyna Takux Kak +
“ITonb3oBarens”, “AaMuHHCTpaTOp”
Tlonnepsxka paboThl co Bcemu TUamu 1 Bepcusimu OC + +
Vno6¢TBO M IPOCTOTA B HCIIOJIB30BAHUH + +
be3Bo3BpaTHOE yaneHne +
VY nanéHHOE BOCCTaHOBJIEHUE JaHHBIX - +

3ammMTa  CUCTEMHOro  JuCKa  o0ecrneyrBaeT  KOH(PHUICHIMAIBHOCTb:
COJICPIKUMOTO OMEPATUBHOM MaMSTH, COXPAHAEMOTO Ha TUCKE MPH IMEpexole B
creimuit  (hi-bernate) pexwM; MaHHBIX (Qaima mamma mamsata (crash dump),
COXPaHAEMOT0 Ha JMCKE B HKCTPEHHBIX CHUTyalUsAX; HHPOPMAIUU U3 BPEMEHHBIX
(aiinos u ¢aiinos noakauku; HHOOPMAIUH HA AUCKE MPU HEMIOIHOM YHUUTOKEHHU
(aiinoB monb30BaTEIS.

HOust  3amutbl  WHOOpMALUK  NPUMEHSETCS  MEXaHW3M  [PO3PavyHOro
mMppoBaHust Ha OCHOBE GJI0YHO-cuMMeTpuuHOro aaroputma AES [3].

Cucremoil obOecreynBaeTCs: pasrpaHHueHHe JOCTyna K 3allUIIeHHOH
nHGOpMAallMd Ha OCHOBE TMAapojied TOJh30BaTeNIeld; MHOTOIOJIB30BATEIbCKUN
JOCTYNIl K 3alumaeMod uH(opManuu; BO3MOXHOCTh pPa3MEIEHUS] OJHUX
3aIUIICHHBIX 00BEKTOB BHYTPH JIPYTUX C IPOU3BOIHHOMN TITyOHMHOH BIIOKEHHOCTH;
NPEIOTBPAIIEHHE CIIyYaHOTO WM YMBIIUICHHOTO YHHYTOXEHHs 3allMIIEHHBIX
O00BEKTOB TOCPEACTBOM OrpaHUYCHHUS JOCTyHma K 3TUM OOBeKTam; pabora ¢
3alUIICHHBIMA KOHTCHHEPAMH U MMAITKaMH, PACIIOIOKECHHBIMI KaK Ha KOMITBIOTEpE
MOJB30BATENS, TaK M HA PECcypcax JIOKAbHOH CEeTH; BO3MOXHOCTH IEpeHOca
3aIUIICHHBIX 00BEKTOB BMECTE C (PM3MUECKUM HOCHUTEIEM, Ha KOTOPOM OOBEKTHI
PACTIOJIOKEHBI, HA IPYTOi KOMITBIOTEp, HA KOTOPOM Takxke ycraHoBiIeHa Cucrema.
IIpu 3TOM BO3MOXKHOCTH pabOTHI C OOBEKTAMH HE YTPAYUBAETCS; TAPAHTUPOBAHHOE
ynanenue daitnos u mamok [3].
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ITpoBeneHHbII aHANMN3 OCHOBHBIX (DYHKIMIT TTO3BOISIET BBIACIUTH HEJOCTATKH
CHCTEMBI:
® OTCYTCTBHE CYETYMKA MOIBITOK aBTOPH3ALMH II0JIb30BATEINS IO3BOJISET
3JI0yMBIIIJICHHUKY ~ OCYHIECTBISTH  ‘HEOTPaHHUYCHHOE”  KOJIMYECTBO
MONBITOK ~ MMoja0Opa  KIIOYEBHIX IocienoBarenbHOcTed.  KioueBble
MIOCJIEI0BATENILHOCTH (POPMHUPYIOTCS TIOJIB30BATENEM M UX “‘HaJIe)KHOCTD”
3aBUCHT OT KOMIIETEHTHOCTH I0JIb30BaTeIIs B 00JIaCTH 3aIIUThI JAHHBIX;
® OTCYTCTBHE BO3MOXXHOCTH, B ClIy4ae yTpaThl BCeX Mapojed JocTyma K
3aMIMIIEHHOMY OOBEKTY, BOCCTAHOBHUTH COACPKHUMOE OOBEKTa, MOMKET
MIPUBECTH K MOTepe KOHPHUACHINATEHON HHPOPMALINH;

® HEBO3MOXXHOCTh aJMHHHCTPHPOBAHHUS 3alIMIICHHBIX o00OJacTed He
oOecrieunBaceT 3alUTy OT WHCAHAEPCKUX aTak Ha 3allMIIEeHHbIC 00nacTu
JpYTHX MOJIb30BaTeNeH;

® OTCYTCTBYET BO3MOXXHOCTH HaJIC)KHOW ayTeHTH(UKAIMU IOJIb30BaTelNei
Windows Ha 0CHOBE IeHepaIMy CIY4alHOTO Hapois;

® OTCYTCTBHE BO3MOXXHOCTH HCIIOJIb30BaHUs MOPTATHBHOTO MPOrPAMMHOTO
obecrieueHns: TpeOyeT JOMOTHUTENBHBIX 3aTPaT Ha 3allUTy OT BHPYCHBIX
aTak 3allUIIEeHHBIX 00JIacTeil CUCTEMBI,

® OTCYTCTBHE BO3MOXXHOCTH aBTOMarnueckoro ooHosieHus [10.

Paspabotannsiit kommanueit Microcrypt Technologies sammmennsiii USB
(rem-HakomHTENb ““APMOPHHO” TO3BOIISIET A(PPEKTHBHO MPOTHBOACHCTBOBATH
yrpo3aM 0€30MacHOCTH, BO3HUKAIONMM B KOPIOPAaTHBHOM CEKTOpE, W
obecmeunBaeT Oe3omacHOE XpaHEHHE, 00pabOTKy M 0OMeH KOH(HACHIMAIHHON
HHPOPMALIMU MEXKAY Pa3HBIMH pabOdMMH CTaHIMSIMH Ha Tuiatdpopme Windows.
Jns obecrieuenns KOHPHUICHIIMATBHOCTH MH(GOPMAIMH, YCTPOWCTBO IMPUMEHSET
BBICOKOHAI@KHBINH O0uHbIN cuMMeTpruHblil mudp AES-256 u ayrentudukaimio
ABTOPH30BAaHHBIX II0JIE30BATENIEH C MOMOINBIO MapoJieil, KOJMYECTBO HEyAauHBIX
NOMNBITOK ~ ayTeHTU(UKauuu orpanuueHHo. “Tlpospaunoe” wmdpoBanue wu
MpOBEpKa Maposiel pean30BaHbl HEMOCPEICTBEHHO B allllapaTHOM O0OEeCTeYeHMH,
TMI03BOJISISL IOCTUTHYTh BBICOKOTO YPOBHSI 3aLMTHI 0€3 rmotepu ObicTpoaencTsus [1—
3]. JlomOMHMUTENbHO, 3TOT HAKONUTEIb MOXKET HPHUMEHSTHCS Al Oe3011acHOro
XpaHEHHs HEKOTOPOro KPUTHYECKOTO IPOTPaMMHOTO O0ECIedeHHs, KOTOpoe
MOXeET OBITh 3allyIIEHO HETOCPEJICTBEHHO C HaKONHTeNs Ha JroOoi pabouei
craanuu Windows (“moprabenbHoe” mporpaMMHOE 00ECIIEYeHHUE), YTO TO3BOISIET
B HEKOTOPBIX CIIydasX IIOBBICUTH CTEIEHb 3allUTHl OT BPEIOHOCHOTO
MPOTPaMMHOT0 00eCIeYeHUsL.

USB ¢nem-HakonuTens “ApMOPHHO” BBOAWT THOKYIO CHCTEMY YIIPaBICHHS
MOJIHOMOYHUSIMA U TIOJJIEPKMBAET HECKOJBKO pOJiel MOJIb30BaTelNed C pa3HbIMU
npaBaMu jgocTtyma. Jlms aBTopm3ammM B paMKax JIIOOOW poOJH, HMMEOUIeH
MIPUBUJIETUPOBAHHBIN JOCTYI (“OrpannueHHbII MOJIB30BATENb,
“ITpuBHIIETUPOBAHHBIA TOJIB30BATENL” WIH “AIMUHUCTPATOp”), HEOOXOIUMO
BBECTH COOTBETCTBYIOIIMH Maposib. Peanmn3oBaHHas cHUCTEMa IMO3BOJSIET CO3/1aTh
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€IMHYI0 KOPIIOPATHUBHYIO IOJUTHKY O€301acHOCTH, W OJHOBPEMEHHO pEIINThH
BO3MOXXHBIE  yIpO3bl, CBSI3aHHBIE C  yTparod (3a0bIBaHWEM) TapoJieit
MOJNB30BATENIIME M, KakK CIEJICTBHE, TIOTeped KpUTHYECKOH uHpopManuy.
YcerpoiicTBO “ApMOPHHO” MOXET NMPUMEHSATHCS Ul HA/IE)KHOW ayTeHTU(PHKALMH
none3oBaresnieii  Windows. [l 3TOro Ha XOCT-CHCTEMY YCTaHaBIIMBACTCS
nposaiinep ayrenTudukannu (Windows Logon), mo3BositoIIuiil BEINOIHSTE BXO B
CHCTEMY, MOAKIIOYUB YCTPOHCTBO M BBHINOJHHMB ayTEHTH(UKAIMIO Ha Mapole
“Ilonb3oBatena” wnu  “AgMuHUCTpaTtopa” ycTpoiictBa. Takum  obpasowm,
MOJTB30BATEII0 JOCTATOYHO 3AIOMHUTH JIMIIG IApOIb AOCTYNa K YCTPOHCTBY H
HUMETh CaMO YCTPOUCTBO.

“Armorino” ToamepXMBaeT OO UeTHIpeX pasnenoB Ha omHoM USB-
YCTpPOMCTBE:

CD-ROM - pazpmen mpenHa3zHaueH A XpaHEHUS W 3aIlycKa MPOTPaMMHOTO
obecrieueHns yIpaBlIeHHs YCTPOHCTBOM. [l caMThIBaHMS MH(OPMALINH H 3aITyCKa
MPOTPaMMHBIX IPUIIOKECHUI ayTeHTU(UKAIMS HEe Hy)KHa.

Oo6umwmii (Public) — pasgen npeaHa3HayeH i1 BPEMEHHOTO XpPaHEHUS U
nepeHoca “OTKPBITOH” WHpOpMaIuMu, He TpeOyIomeidl HaaeKHOH 3alluThl OT
pasriameHus.

Jluynpnii (Private) — pasgen npeaHa3HadyeH Ul XpaHEHUS W IepeHoca
KOH(pUIeHIMATbHON WHpopManuu. s mocTyma K 3TOMYy pasfieldy TpeOyercs
ayreHTH(UKamsa. Bce nanHble, 3arpy>KeHHBIC Ha 3TOT pa3/iel, XpaHsITcs Bo (iemnt-
MaMsATH yCTPOWUCTBA B 3aIM()POBAHHOM BHJIE.

Ckperteiii  (Hidden) — pasmenr MOXKET WCHONB30BaThCS S XpPaHEHUS
KOH(UAeHINAIBHOH HH(pOopManuy, TpeOyromed 0coOCHHO TIIATENHON 3alIUTH, B
TOM YHCIIE B YCIOBHSIX Yrpo3bl NPUCYTCTBHA Ha pabovell CTaHIMH BPEIOHOCHOTO
I1O. [nst goctyma k 3TOMY pasfieny TpeOyercs ayTeHTHdUKanus. Bce maHHbIe,
3arpy)KeHHbIE Ha JTOT paslel, XpaHsATcs BO (QUel-TIaMsITH YCTPOHCTBA B
3amu(poBaHHOM BUJIE.

Y CTpoHCTBO MOXKET OBITH HCIOJIB30BAHO YETHIPhMS KJIAaCCAMHU MOJIb30BaTENNeH
B COOTBETCTBHHM C YPOBHEM MPUBUJIICTHIL:

Il'ocTs — monp30Batens 6e3 NMPUBHIICTHI (AaHOHUMHBII MTOJIB30BaTENb), MOXKET
CUNTHIBATH HH(POPMALIMIO U 3aITyCKaTh Ha BHITIOJIHEHHE IIPOrpaMMHOE oOecTieueHue
¢ CD ROM pa3pena, a Tak ke CUATHIBATh/3alMCHIBaTh HHMQOpMarmio Ha OOmmit
pasnen. AyTeHTU(HKaLMs He Tpedyercs;

Orpannyennsiii  Ilomp3oBaresis — omepaTop MOJy4aeT 3TOT YpPOBEHb
MOJIHOMOYMH TI0CJIe YCIENIHOW ayTeHTH(HUKauuu Ha mnapoie “OrpaHnueHHOro
Ionws3oBatens”. OrpanuueHHbll [lonb3oBaTens umeer Bce nmpasa ['ocTd, a Takxke
JIOCTYN K 3amuineHHod mHopmanuu Ha JlmuHoMm pasnene. Paspemnienue 3ammcu
nHpopmanmu Ha Jlmuueii u OOmWA pa3mens! 3aBUCUT OT TEKYIIETO COCTOSTHHUS
(hraroB «3amuIneH OT 3alUCH» 3THX Pa3feyioB M MMOJTHOMOYHH, IPETOCTaBICHHBIX
Orpanngennomy Ilonp3oBaTenio;

YnonHomoueHHslii Ilonb3oBaTens — omnepaTop IOJIyd4aeT 3TOT YpPOBEHb
MOJIHOMOYMH T0CJIe YCIIEIHON ayTeHTH(UKAMK Ha napose “YIoJIHOMOYEHHOTO

ISSN 2079-0023. Bicnux HTY «XIIl». 2013. Ne 62 (1035) 67



ITonp3oBarens”.  YmomHomoueHnbli  Ilomb3oBarenr  WMeeT Bce  Ipasa
OrpannuenHoro [lomp3oBaTenst, a Taxke JOCTYH K 3aIlIMIIEHHOW MH(MOPMAIH Ha
3amuienHoM pasneine. Paspemenue 3amucu undopmanuu Ha Jlnuneiit u OOumi
pas3zensl 3aBUCHUT OT TEKYIIEro COCTOsHHS (uiaroB “3alliMINeH OT 3amucu’” STHX
pa3aenoB U MOJHOMOYHUH, IPEJOCTaBIEHHBIX Y HOITHOMO4YeHHOMY [lonp30Barento;
AIIMMHUCTpPATOp — OIepaTrop MOJIydaeT ATOT ypOBEHb MOJIHOMOYMH TOCI]e
YCIIEITHOM ayTeHTU(UKAIIMK Ha Tapose AJMHUHHCTPATOpa. YPOBEHb IMOJTHOMOYUH
AnMuHHCTpaTopa JaeT Bce IpaBa YmonHoModeHHoro [Toxb3oBarens u nobasnser
K HUM IIPaBO KOHQUTYPHUPOBAHUS BCEX MapaMeTPOB OE30MaCHOCTH HAKOMUTENS [4].
Hnst cOpoca TEKyIIero ypoBHS IIOJHOMOYHH, C KOTOPBIM BBIIOJHEHA
aBTOpHU3aNnKs, HEOOXOIUMO clenath BBIXOJ AN COOTBETCTBYIOMIETO MPOQUIS.
VYcrpoiictBo  “ApMOpPHHO”  TIOANEPKHBAET BO3MOXKHOCTH  KOPIOPATHBHOM
HacCTpOMKHM M JalbHEMIIEro MeHeIXKMeHTa YycTpoicTBa Ha KopnoparusHoit
KOHCOJM aJMHHHUCTpUpOBaHUs. KopropaTuBHas KOHCOJb IMO3BOJISET BBIMOJHATH
crenyoonie GYHKINN aJJ]MUHICTPUPOBAHUS yCTPOUCTBA:
® HAYaIbHYI0 WHHUIMAIM3ALMUIO YCTPOMCTBA, BKIIOYAs YCTAHOBKY Iapoiist
“AnMUHHCTpaTOpa”, MOJUTUKH O€30MacHOCTH Maposeil U BO3MOXKHOCTh
JUCTaHIIMOHHOTO BOCCTAHOBJICHHS YCTPONCTBA;

® U3MEHEHHE KOHQHIypanuu  ycTpoicTBa  (THN  JUCTAaHIHOHHOTO
BOCCTAHOBJICHUS U ITOJIUTHKA TTAPOJICH);

® BOCCTaHOBJICHHE YCTPOWCTBa 0€3 MOTEpH 3aIIMINEHHBIX MAHHBIX (TIpH
HETIOCPECTBEHHOM MOAKIIIOUEHHN);

®  BLIUYKCIIECHHE “0IHOPa30BOTO naposus’” hilste JTUCTAaHLIMOHHOI'O
BOCCTAaHOBJICHUS YCTPOMCTBA 0€3 MOTEepH 3aIINIIECHHBIX JaHHBIX;

e “cOpaceiBanme” kmoda 3ammTel CD-ROM paszzena;

®  CepBHCHBIC HYHKIHH.

JloTIONMHUTENBHO, YCTPONCTBO TIO3BOJISIET CO37]aBaTh Ha €ro “CKpPhITOM’
paszene ‘“‘CKpbITBbIE 3aluIlleHHble XpaHwiuia”. Kaxmoe Takoe XpaHUIIHINE
aCCOLMUPYETCS C HEKOTOPBIM CepTH(UIMPOBAHHBIM IPUIIOKEHHUEM, KOTOpPOE
CO3/1aeT U HCIIONB3YeT TaKOe XPAHWIHUILE JJIS XPAHEHHUS] COOCTBEHHBIX CEKPETHBIX
JTAHHEIX (B OOJBIIMHCTBE CITydacB, KIFOUYEBOH HHPOPMALIUH).

CozaBaTh M HCIIOJIB30BATH “‘CKPBITHIE 3AIIULICHHBIE XPAHWUJIMILA~ MOXKET
JIMIIb TPHIIOKEHUE CePTHRUIMPOBAHHOE KOMITAHUEH -pa3paboTIMKOM.

JocTym K [aHHBIM CKPBITOTO XpaHWIWIIA BO3MOXEH JIMIIb IIOCIe
ayTreHTHUKaMK “AnMUHHCTpaTOpa” WIM ““YIOJIHOMOYEHHOIO II0JIB30BaTENs .
[IpaBa nocryna “Ilomp3oBarens” K XpaHWIHILY TPHIOXKEHHS MOTYT OBITh
OTpaHUYEHBl M OMPEAEISIIOTCS BOBpEMs ero co3maHms. Haxomurenu cemeiicTBa
“ApmopuHO” [IO3BOJISIFOT U3MEHUTh KOHLEILUIO obecrieueHns
KOH(QUJCHIIMATLHOCTH OT “‘3aIlUTHl OTAENbHBIX (aiyioB” 70 “TOPTaTUBHOTO
3aIUIICHHOTO o¢uca B kKapMaHe pybamkn” [4].

YcTpoiicTBO Armorino MOKeT IPUMEHSATHCS IS HaJIS)KHOW ayTeHTH(UKAIIH
nosk3oBateseir Windows. J[iist 3TOro B XOCT CHCTEMY yCTaHABJIMBAETCs MpOBaitiaep
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ayreatudukanuu (Windows Logon), MO3BOJIIOMNN BEITIOJHATE BXOJ B CUCTEMY,
MOAKIIIOYNB YCTPOMCTBO M BBIIOJIHKUB ayTeHTH(UKanuio Ha napoiue [lonpzoBarens
unn AaMuHHCTparopa yctpoifctBa. TakuM 00pa3oM, MONB30BaTENIO JOCTATOYHO
3alIOMHUTH TOJBKO Mapojb AOCTYNA K YCTPONCTBY M MMETh CaMoO yCTpoiicTBo. B
CpPaBHEHHHM C IIpOCTOH NapojbHOW ayTeHTH(uKanmedn Windows, npuMeHeHHE
yCTpOHMCTBa Armorino MO3BOJSIET 3HAYUTEIBHO IIOBBICHTH YPOBEHb 3alUThI
YUETHBIX 3alucell MOJb30BaTeNeil MpH COXpaHEHHH YI00CTBa ayTeHTH(UKAIWU.
3T0 nocruraercst 6yarogapsi yCTaHOBKE CIIydaiHOTO Maposisi Ul YYeTHOH 3amucu
Windows, a Takxe GIOKHPOBaHHIO YCTPOHCTBA IOCIIE HCUEPIAHUS OTPAaHUICHHOTO
KommdecTBa (He Oosee 15) HEymayHBIX NOMBITOK ayTEHTH(QHUKAIMA HAa HEM.
IIporpammuas cpega Armorino HOAJEP)KHUBACT PACIIMPEHHE CTaHIAPTHBIX
BO3MOXKHOCTEH  yCTpoHcCTBa Omarofgapsi JONOJHHUTEILHOMY HPOTPaMMHOMY
obecrieueHnio. Bmemnee I[IO Moxer wncnonb3oBaTh Armorino B KadecTBe
3aIIMINEHHOTO XPaHWINIA KIIoUeBOH ® apyroi uHbpopmanmu. s 3Toro
JOCTaTO4YHO MHTerpupoBarh Bo BHemiHee [1O Plugin Oubinorexy anst paboThl ¢
Armorino. VYcerpoiicTBo MOJIAEPIKUBACT TECHYIO HHTETpaIiio c
“PortableApps.com”, 4TO MO3BOJISIET HEMOCPEACTBEHHO M3 OCHOBHOTO MHTEpdeiica
IPOTpaMMBbI  BBIMOJIHATh HHCTAUIANMIO yKa3aHHOro “nopratuBHoro” IIO Ha
Jlmanerit pazgen ycrpoiictBa. “IlopratuBroe” I1O, ycraHoBienHoe Ha JImuHom
pa3zerne, BCe CBOM JaHHbIC XPaHUT HCKIIOYUTENBHO Ha JIMuHOM pasnerne, 4To
obecrieunBaeT HEOOXOJMMBIA YpPOBEHb KOH(HUACHIHATHLHOCTH. OCOOEHHO 3TO
aKTyaJlbHO JUIS IIOYTOBBIX KJIMEHTOB, Opay3epoB M pPa3NMYHBIX dYaT M Voice-
KIIMEHTOB, a TAKXE APYroro KoMMyHHuKanuonHoro I10 [4].

BoiBoapl.  IIpoBeneHHBIH  aHaNM3  TEXHUYECKHX  CPEACTB  3aIIHUTHI
KOH(M/ICHIMAIBHBIX JTAaHHBIX [T0KA3all, YTO B YCIOBHUIX PhIHKA WH()OPMaIMOHHBIX
TexHosnoruil Poccun u YkpauHbl cineayeT OTAaBaTh NPEAINOYTEHHUE alllapaTHO-
NPOrpaMMHBIM  CPEJCTBAM 3allUThl MH()OPMALMH, IIOCKOJIBKY IPOTrpaMMHBIE
cpeacTBa yacto mojaBeprarorcs B3noMmy [1O, 4TO TPHUBOAWUT K BO3MOXKHOCTH
W3MEHHUTh YHHMKAJIBHOCTh €T0 KOJa M HCIOIB30BAHMIO B JIMYHBIX IENAX. Takum
o0pa3oM, mporpaMMHBIE CpeICTBAa HE B IOJIHOM Mepe MOTyT oOOecHeyuTh
JIOCTaTOYHBIM ypPOBEHb 3aIUTHl KOH(MUICHUIMAIBHBIX TaHHBIX. Pa3paboTaHHBIN
yKpauHcKoM  kommanued — “Muxpokpunt  TeKHONOKHUC”  3alIMILEHHBINA
nopratuBHeli  USB  (rnem-Hakomurens — yHOBIETBOPSET  COBPEMECHHBIM
TpeOOBaHUAM MO 00ECTIEYCHUIO KOMIIEKCHOW 3alllUThI JaHHbIX.

Cnucok jguteparypbl: 1. Egcees C. I1. TlopTaTiBHBIE cpencTBa obOecreueHus: KOH(PUASHINATbHOCTH
uupopmawnn | C. I Escees, C. A. I'onosawuy, O.I. Kopore [I HaykoBo-TexHIUHMH KypHAI
«CyvacHuil 3axucT iHdopmamiin. Ne 2. — 2012. — C. 43-52. 2.3amura NepcoHaNbHBIX JaHHBIX.
[Enextponnwuii pecypc]. — Pexxum moctymy mo pecypey : http://www.iso27000.ru/ chitalnyi-zai/zaschita-
personalnyh-dannyh/zaschita-personalnyh-dannyh [Enexrponnuii pecypc]. — Pexum noctymy mo
pecypey @ http://www.infowatch.ru/sites/default/files/products/cs/cryptostorage_user_guide_ru.pdf.
3. CryptoStorage 2.1. PykoBomctBo monb3oBatenst 4. PykoBoactBo moms3oBatens “3axummenuit USB
¢raem-HakonuayBag-Armorhino”.
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PO3rsiIaroThcsl  OCHOBHI BHMOTH, BHMCYHYTI [O alapaTHO-IPOTPAMHHX 3ac00iB  3aXHCTY
KOHOINSHIIIHHNX JaHUX, NPOBOJUTHCS IOPIBHSUIBHHN aHaN3 OCHOBHUX (GYHKLIH MOPTaTHBHHUX
arapaTHHX 3ac00iB 3axucty iHpopmanii kateropii USB ¢ureni- HakonmayBadi.

KniouoBi ci1oBa: mepcoHanbHi AaHi, 3aXHCT IEPCOHANBHIUX JaHHUX, MIPOrpaMHO-alapaTHi 3aco0H
3aXHCTY.

The main demands made to the hardware and software tools for protecting sensitive data, a
comparative analysis of the main features of portable hardware data protection category USB flash
drives.

Keywords: sensitive data, software and hardware protection, USB flash drives.
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HEKOTOPBIE METOAbI PEHIEHUSA 3AJTAY KJIACCUDPUKALINHN
OBBEKTOB U I'PYIHIIMPOBKHA NTAPAMETPOB

CTaThst MOCBSIIEHA PACCMOTPEHHIO OCOOCHHOCTEH HEKOTOPBIX M3 CYIIECTBYIOIIMX METOOB
KIaccu(UKamul OOBEKTOB ¥ TPYIIHPOBKH IapaMeTpoB. PaccMOTpeHBI HeWepapXxudecKue U
HEePapXHIECKHE METOIBI, BHIOIHEHO UX COMOCTABIICHHE.

KiioueBble cioBa: kiaccudukanus 0OBEKTOB, IPYIHPOBKA IapaMETPOB, HEHEPAPXHUECKHE
METOJIBI, HePAPXUIECKUE METObI, aJITOPHTM, COIIOCTAaBICHHUE.

Beenenne. HecmoTpss Ha mMpoOKOe NPUMEHEHHWE METOJOB TPYNIIMPOBKU
napaMeTpoB U Kiaccu(uKauu 00bEKTOB (KJIaCTEPHOTO aHaIM3a) OOIICIPUHITOrO
ompeneneHuss Tpymn M KnaccoB HeT [1]. BompmmmHCTBO pa3pabOTUMKOB ITHX
METOAOB MHTYUTHUBHO MNOHUMAIOT TO, YTO DJICMCHTBI 0I[HOI71 TpyHIibI (I/IJ'II/I OHOTO
KJ1acca) JOJDKHBI ObITh OJIMKE IPYr K JPYry, 4eM K JPYTHUM 3JIeMEHTaM, OJHAaKO
0COOEHHOCTH TOTO OTHOIIEHHUS B 00IIIeM CiTydae sIBHO YKa3aTh HEJb3sl.

[ToctaHOBKM 3amad TPYNITUPOBKH ITapaMETPOB M KIACCH(PHUKAINN OOBEKTOB
00J1a/1a10T HECOMHEHHBIM CXOJICTBOM. Paznnune CBOAMTCS, B OCHOBHOM, K METO-
JIMKE YCTaHOBJICHUS] OTHOIICHHS OJIM30CTH MEXIY paccMaTpHBacMbIMU 3JIE€MEHTa-
MH (TTapameTpaMy 1100 OOBEKTaMH): B OJHOM CIIy4ae TOBOPST O CBSI3U MEXIY dJIe-
MEHTaMH, a B IPyroM 0 GJIM30CTH B IIPSIMOM CMBICIIE 3TOTO CJIOBA JINOO O CXOJICTBE.

B pabote [2] nana oxHa M3 nepBBIX (OPMYJIHPOBOK 3a7ayd TPYHIIMPOBKH;
OJTHAKO METOJIbl IPYNIHPOBKU MapaMeTpoB M KiIacCu(UKalMK HaOMIOCHUH ToITy-
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